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Chapter 1: Getting Started with Kaseya
EndPoint Backup

Kaseya EndPoint Backup (formerly known as Kaseya Direct to Cloud Backup) protects geographically distributed
Windows PCs and laptops, all without the hassle of setting up an appliance or local storage at every office location,
keeping the act of data protection as simple as possible.

With Kaseya EndPoint Backup, your data is protected in the Unitrends Cloud. Data is air gapped and cannot be
modified or deleted by the source. It is AES 256 encrypted in flight and at rest.

The PCs and laptops protected by Kaseya EndPoint Backup are called assets. To start protecting an asset, simply
install a light-weight agent and add the asset to a backup job. Kaseya EndPoint Backup comes equipped with pre-
configured backup profiles so you can start protecting your assets immediately. Follow the steps in the remainder of
this chapter to start running backups using the out-of-the box profiles. See the remaining chapters in this guide to
explore additional features and customize Kaseya EndPoint Backup for your environment.

"Step 1: Make sure all requirements have been met"
"Step 2: Install the Kaseya EndPoint Backup TAP module "
"Step 3: Log in to Kaseya EndPoint Backup"

"Step 4: (Optional) Add a customer"

"Step 5: Install the Kaseya EndPoint Backup agent "

"Step 6: Run backups"

"Step 7: Recover files"
Make sure all requirements have been met

Ensure that the "VSA requirements", "Network requirements", "Windows asset requirements ", and "Port requirements"
have been met.

VSA requirements

Kaseya EndPoint Backup is supported on VSA instances running release 9.5 or higher. Kaseya recommends upgrading
to the latest VSA release to benefit from new features and performance enhancements. If needed, upgrade your VSA
instance.

Network requirements

Adhere to these best practices:

Itis highly recommended that devices are on a wired network connection for their first FULL backup.
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It is highly recommended that devices are on a wired network connection for any MANUAL FULL backups.

Backup performance is primarily impacted by network performance. During a backup operation it is
recommended to maintain at least:

<=70ms latency
<=0.3% packet loss
>=Download speed 34 Mbps
>=Upload speed 11 Mbps
These limitations apply:
Backups are likely to begin failing under these conditions:
>=150ms latency
>=7.0% packet loss
<= Download speed 20 Mbps
<= Upload speed 11 Mbps

In general, Kaseya EndPoint Backup requires an asset to be able to upload at least one 10MB block in a span of
15 minutes to be successful.

This does not guarantee a successful backup.
If a backup task fails, the task will attempt to back up the remaining blocks on subsequent backup tasks.

It is possible to obtain a full back up after a series of failed tasks as long as the connection is successfully
open and data is committed to the Unitrends Cloud.

Windows asset requirements

Kaseya EndPoint Backup can be used to protect Windows PCs, laptops, and servers that meet the requirements below.

Additional requirements apply for the bare metal recovery feature. See "Bare Metal Recovery" for details.

Supported operating systems - The Windows asset must be running one of these 0Ss:
Windows 8, 64-bit
Windows 10, 64-bit
Windows 11, 64-bit
Windows 2008 R2, 64-bit*
Windows 2012, 64-bit

Windows 2012 R2, 64-bit

Chapter 1: Getting Started with Kaseya EndPoint Backup UNITRENDS

A Kaseya company




Kaseya EndPoint Backup Guide 7
Release 1.30.2 | June 2023

Windows 2016, 64-bit
Windows 2019, 64-bit
Windows 2022, 64-bit

IMPORTANT! Kaseya EndPoint Backup is a backup solution that is ideal for workstations and laptops running
Windows client operating systems. Server operating systems are supported as well, but ensure
you consider the recovery requirements of the server and its applications. Kaseya Unified
Backup is typically a better fit for protecting and recovering servers and is REQUIRED when
protecting hosted applications, like Active Directory, SQL Server, Exchange, SharePoint, and
Oracle.

PowerShell 3.0 - PowerShell 3.0 or higher must be installed on the Windows asset. If needed, install PowerShell.

VSA agent - The Windows asset must be running VSA agent version 9.5.0.14 or higher. If needed, install or
upgrade the VSA agent as described in "To install the VSA agent".

Unitrends agent and PCBP folder - If the asset has a Unitrends agent installed, you must uninstall the agent and
delete the C:\PCBP folder. This folder will be recreated upon installing the Kaseya EndPoint Backup agent.

*Windows 2008 R2 - The Windows asset must be running this update: Windows6.1-KB3004394-v2-x64.msu
(see https://www.microsoft.com/en-us/download/confirmation.aspx?id=45633).

Port requirements

Port 443 (TCP) must be open outbound from each protected Windows asset to the following;:
https://direct.backup.net
https://ingest.backup.net

https://storage.backup.net

Install the Kaseya EndPoint Backup TAP
module

Use this procedure to install the TAP module. The instructions are slightly different depending on whether you have a
SaaS or on-premise VSA instance:

If you are using VSA on-premise, run all steps in the procedure.
If you are using VSA SaaS, step 3 is not needed. Skip this step in the procedure.
To install or upgrade the Kaseya EndPoint Backup TAP module

Go to https://direct.backup.net/download/kaseya_endpoint_backup.vsaz and download kaseya_endpoint_
backup.vsaz to your workstation.
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Log into the VSA instance.

Do not use a VSA URL that includes -cdn. Use the URL that goes directly to your VSA server instance.

On-premise instance only - Select System > Server Management > Configure and make sure you have checked
this box: Enable Third Party App Installation Globally.

Qv B 4 @ O

¢

{5;  System _o - Version Number: 9.5.0.2

Installed Patch Level: 9.5.0.23

User Settings »

Available Patch Level: 9.5.0.23 Last Checked On: Wed Oct 2 18:28:11 EDT 2019 Check Latest Paich Level
System Preferences »

Patch Release Notes and Installation Instructions
User Security »

Orgs/Groups/Depts/Staff ’ ¢! Wamn if the server can not get data from hitp:/vsaupdate kaseya.net.

- #| Warn when the license reaches the maximum number of seats.

Server Management
Reapply Schema Defrag Database
Configure

Default Settings

#| Reload sample scripts with every update and database maintenance cycle
License Manager ¥ Reload sample event sets with every update and database maintenance cycle

¥ Reload sample monitor sets with every update and database maintenance cycle.
Import Center
System Log

¥| sutomatically redirect to HTTPS at logon page
Logon Policy

¥/ Enable VSA API Web Service.
Outbound Email G,_ #| Enable Third Pary App Installation Globally.

#| Enable Invalid Patch Location Notifications.

OAuth Clients [Sdgl=le W ele) 4 #| Allow non-authenticated users to download attachments from ticket notifications.

Customize »

BMS Integration » Run database backup / maintenance every: |7 Days @| 200 am ¥ Set Period
[:] Agent 4 Backup folder on KWEB1 | C:\Kaseya\UserProfiles\@dbBackup Change Default
?'_gl Agent Procedures » Enter 0 to disable recurring backups. | Change DB... Backup Now Restore...
ﬁ Anti-Malware 3
Antivirus » Archive and purge logs every day @| 400am ¥ Set Period
@ Audit » Log file archive path: | C\Kaseya\UserProfiles\@archive Change Default -
@ AuthAnvi ’
@ Backup » KServer Log _Live Connect KServer | Stop KServer Restart MsgSys
@ Cloud Backup » #| Enable alarm generation. Disable during system maintenance.

¥| Enable logging of script errors marked "Continue script if step fails”

(r:_,a Data Backup » ¥| Enable logging of successful child script execution in agent procedure log

Select System > Server Management > License Manager > Third Party > Install.

Click Install. Browse to the path where you downloaded the TAP module in step 1. Select kaseya_endpoint_
backup.vsaz. Click Open.
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SA QB R Dv @5 £ @ 6 a v son B
< Third Party Licenses License By Group Role Types

[# nstall 3 2|o|x
& System —0 -
Tenant Name Application Name Compal

Instructions

User Settings » X00010350 Basic Tap Kaseya
Please select a.vsaz file to start the registration process
System Preferences »
User Security »
Manifest file name:
Orgs/Groups/Depts/Staff » 0 Brows=File
Server Management -
@ Open X Cancel ext

Default Settings - v 4 & > ThisPC > Downloads ~ O ¢ w P

Licknzglianapey _9 Organize > New folder - [N

Import Center 4 Documents ~  Name e Size

System Log # Downloads kaseya_endpoint_backup.vsaz 9 'SAZ File 5

Videos

Logen Policy 2 IS >

Qutbound Email File name: | kaseya_endpoint_backupvsaz ~ | |All Files (**) v

OAuth Clients Cancel
Customize -

Site Customization D

Click Next to work your way through the install wizard.
£d [=] B

Instructions

Please select a .vsaz file to start the registration process.

Manifest file name: kaseya_endpoint_backup_staging.vsaz

‘ I} Browse File

Cancel | Next |
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Kaseya Endpoint Backup
Cfb Kaseya

An endpoint backup solution

Cancel
Instructions
Please enter the value for your custom fields.
Custom Field Custom Value
Cancel
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tl =] B4
Agent Procedures to be installed
Deploy Endpoint Backup Agent
ServiceDesk Definitions to be installed
There are no Service Desk Definition to be installed
-
Cancel Back MNext @
Click Finish. The module is installed.
7 101X
- Kaseya Endpoint Backup
( Kaseya
Your module is ready to be activated!
Click Finish to register your module with the provider and activate it for use.
Cancel Back Finish @
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m Q B @ |;| 17 ! 25 L: @ e dbarrett@unitrends.com m

Third Party | Licenses License By Group | Role Types
<
[# Install 3 Remove
:§> System -
Tenant Name Application Name Company Name Application Description Applicatiol
User Settings 4 X00010359 Basic Tap Kaseya A sample TAP application 1.0

. X00010359 Kaseya Endpoint Backu Kaseya An endpoint backup solution 1.24.0
System Preferences » Y poi P i o "

X00010359 Office 365 Backup Inst ing Office 365 Backup 1.1
s " nstalled module now (isplays
User Security 4 X00010359 Unitrends Backup nds Backup v3o
Orgs/Groups/Depts/Staff  »
Server Management -

Default Settings

I License Manager

Log in to Kaseya EndPoint Backup

Log in to the VSA.

Select Kaseya Endpoint Backup.

Enter the username and password of your Kaseya EndPoint Backup account.

(Optional) Check the Link with VSA box to link your Kaseya EndPoint Backup and VSA accounts.

Upon logging in, your VSA account is linked and you no longer need to supply separate credentials to access the
Kaseya EndPoint Backup module.

Click Log In.
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<

3 Kaseya Endpoint Backup
Monitoring
Introduction
Dashboard
Restore Status
Backup
Profile
Jobs
Backup Status
Summary View
List View
History
Restore
File and Folder
Bare Metal
Configure
Settings
Customer
Users
Assets

My Settings

6  The Introduction page displays.
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EndPointBackup

ds.com _9 Enter username

46 Enter password

Link with VSA

(Optional) Check
to enable SSO

a Log In with IT Complete

Help & Support | © Kaseya 2021
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QB % Ov Bs @ O s 0

<

€D  Kaseya Endpoint Backup -
Monitoring - .
Getting Started
I Introduction
Dashboard To start protecting your endpoints, you will need to deploy the agent against your endpoint, then add the asset to a backup job. Click through below
Restare Status to access the assets and backup job pages.
Backup -
Deploy Agents Create Backup Jobs B Recover Files & Folders
Profile
Jobs &xDeploy Agents to Your Assets & Configure Backups &xRecover Files
Backup Status -
Install Agents on end-points you want to Jobs define when and what assets should Once you have a successful backup, you
Summary View protect with file-level Endpoint Backup. be protected, and what data protection can start your first restore!
Profile should be applied
List View
Single Installation: Download the Monitor the progress of your backup jobs Select files & folders to be restored back to
History installation package, script, and token to from the status page. the original asset, or select a different
protect a single asset asset to restore to.
Restore - .
Bulk Installation: Generate a 24 hour
File and Folder installation key, and use the power of VSA
to deploy to all your assets at once using
Bare Meta Agent Procedures
Configure - Once you've copied your key, paste it into
your Endpoint Backup agent procedure.
Settings
Customer
Users
Assels
M i i
y Settngs Endpoint Backup Updates

(Optional) Add a customer

Add the customer whose assets you will back up or skip this step to use the Default customer.

Kaseya EndPoint Backup comes pre-configured with a Default customer. You can opt to use the Default
customer or add your own customer. If you are an MSP, you will need to add each customer that is using this
Kaseya EndPoint Backup instance. If you are an SMB, you will simply create one customer for yourself or use
the Default customer.

The agent installer is customer-specific. The script is generated for the Default customer (if no other customer
has been selected ) or for the active customer. Be sure to add a customer if you will not be using the Default.
Select Configure > Customer.
Click New Customer.
Enter the customer name.

Click Save.

Chapter 1: Getting Started with Kaseya EndPoint Backup UNITRENDS

A Kaseya company




Kaseya EndPoint Backup Guide 15
Release 1.30.2 | June 2023

SA QB 2 P Bx 0 @ O m. o won [
<
B unitrends-internal :&-. All Customers
T D  Kaseya Endpoint Backup -
Monitoring - New Customer 2
Introduction
38 of 38 Results
Dashboard
Restore Status Customer Name Health Assets offline Enabled m
Backup -
Admin-g New Customer on
Profile
Jobs ’ e hen on
Backup Status - Automestien-1 Apex Corporation —0 Enter customer name 4 o
arv Vi
Summary View Bakers & o
List View
History
Restore - a iU 201 o e on
File and Folder Jonut Shop @ [ off
Bare Metal
Fina o) 0 0 on
Configure -
lution [0 ) C @ o,
Settings
Customer e o @ ! ‘ oft
Users £ n - .

The customer is added.
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m Q B ¥ Qs B H @G O ms . ds.com

<
B unitendsintemal 53¢ JEUEEEELES

T2  KaseyaEndpoint Backup -

Monitoring h ®  customer Updated Successfully ‘
Introduction
Dashboard
Restore Status 39 of 39 Results
Backup -
Profile Customer Name Health Assels offline Enabled m
Jobs Admin-re ed @1} 3¢ - on
Backup Status hd - hor . m _ 0 on
Summary View
List View Apex Corporalign @ ! ‘ (/) o
History Aut i ! "
Restore e Bakers m 0 0 on
File and Folder
Bare Metal @ ’ ! 7
Configure -
Settings

Customer

Install the Kaseya EndPoint Backup agent

Use these procedures to install or upgrade the agent:
"To install or upgrade the Kaseya EndPoint Backup agent by using a VSA agent procedure"
"To install or upgrade the agent manually on a single asset"
To install or upgrade the Kaseya EndPoint Backup agent by using a VSA agent procedure
This procedure installs the Kaseya EndPoint Backup agent to one or more machines by using a VSA agent procedure.
Select Configure > Assets.
Select the customer whose assets you will protect.
The agent installer is specific to the selected customer. Be sure the customer whose asset you will
protect displays in the customer context banner before downloading the agent.
Click Bulk Installation to generate a unique access key.

You must run the install procedure within 30 days of generating the access key.

Copy the access key.
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QB Q@ 0Ov Bs ¢ @ O wwmmescon B

i i 20 A
E unitrends-internal 288 dmin
C. >  Kaseya Endpoint Backup -

Monitoring -

Introduction 9‘/
Dashboard 2 DBulk Installation [ &Single Installation
Restore Status Copy the access key

Backup - Success
Machine Machine Asset Of Last Last Agent
Profile = Organization ) Enabled g )
D Group Name 10 Seen Version
Jobs Tasks
Backup Status -
Summary View v-1-22- P
’ 04/19/2022 4 \
v-1-22-stag - base myorg stagimp'aich- [0% ] ’_H - | ON .‘ 1250
List View . 10:50
199-250
History
Restore - v-1-22- ; ;
12/07/2021 4 )
v-1-22-staging- base myorg stagmyiwich- ) | ON ) 1250
File and Folder BN yorg s 0% 17:28 ~ .’ -
199-250
Bare Metal
Configure hd 05/20/2022 s
wska-10168 root propellerhead WSKA10168  (80% ey (o @® 20
Settings <l

Customer
uch-windows- 10/01/2021 4 R
100% . |\ ON }
Users / 10- 1524 . ./
I Assets

Select Agent Procedures > Manage Procedures > Schedule/Create.
Under Shared procedures > Thirdparty App: Kaseya Endpoint Backup, select Deploy Endpoint Backup Agent.

On the Schedule tab, select one or more machine IDs. Click Run Now.
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QB & @n

@) New Procedure  [#] Edit Procedure 4 Rename Procedure () Delete Procedure [ Manage Files  [X] Manage Variables [ Export Procedure ) Approve using A1

<
. Machine Id: P Machine Group: | < All Groups v View: o View v | @ new [# Edt Ty Reset
Agent Procedures _‘.
«o
k4 Procedure Name: Deploy Endpoint Backup Agent
Manage Procedures v 2 8 Pprvate
= Modified By.
[ myProcedures - doarrett@unitrends.com
Schedule / Create S g Date Modified
= & shared
Distribution = | Sample Procedures Approved:
. = | Third-party App : Basic Tap Approved By:
Agent Procedure Stat [ Thirck-party App  Ksseya Direct 1o Cloud B (g 6:3217 am 03/29/2022
5 g Third-party App: ya Direct to Cloud B [
Overview = [ Thirc-party App : Kaseya EndpointBackup || Procedure Description

= |l Third-party App : Kaseya Endpoint Backup
= Deploy Endpoint Backup Agent

Deploy Endpoint Backup Agent to Windows Machines

Pending Approvals

o = g Thirc-party Aps, Unitrends Backup
Installer Wizards - = g unencs
5 B syee
Patch Deplay = & System
Application Deploy Select procedure to run Schedule H View Procedure || Used By | approva istory
File Transfer - #8 Schedule Agent Procedure () Run Now Q9 Cancel (¥ Refresh
Get File 4 1 Jet1[ b | bl 100 |+
Administration - Machine Id LastTimeExec  Last ExecStatus | Next Exec Time
Application Lagging O - sorsabm
M 11-nelicas st
0 Agent »
O smesnelinr test
T  AntiMalware » U T —
£33 Antivinus » ﬂ 7 O 35mock-demssastesiasst
Select machine IDs O s st
& Audit »
[ JEr——
@ AuthAnvi » = -
»
¥L)  Backup » Selected: 2 | Viewing: 1-42 of 42
—_ »
Enter the Access Key and click Submit.
2 [olx

Script Prompts

-

o = Schedule Agent Procedure

Script Prompts

Access Key

9— Submit Cancel

The install procedure is added and will run upon the next agent check-in. Look at the Next Exec Time column to
see a machine's next agent check-in time:
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Schedule H View Procedure || Used By ” Approval History

ﬁ Schedule Agent Procedure @ Run Now 0 Cancel C Refresh

1 of 1 j | | 100 |»
Machine ID Last Time Exec Last Exec Status  Next Exec Time Current Logged In User
0 —. MDA west
0 11-helix-demo.ro sst
0 F-mo.chelixroc t
7 0 35-helix.ro ast 10:40:14 am 24-Sep-21
v 0 35-mc_.. _2mo.ro__.__. est . 10:40:14 am 24-Sep-21
ﬂ S-SR EN, oat v

Selected: 2 Viewing: 1-41 of 41

Once the agent has been deployed, the asset displays on the Kaseya Endpoint Backup > Configure > Assets
page. The asset name changes from Unregistered to the machine's host name once the agent checks in.

If you do not see the asset on the Configure > Assets page, see "Troubleshooting Kaseya EndPoint
Backup agent installs" for next steps.
To install or upgrade the agent manually on a single asset

This procedure installs the Kaseya EndPoint Backup agent to one machine by using PowerShell.

You can opt to install to a single asset by using a VSA agent procedure (as described in "To install or upgrade the
Kaseya EndPoint Backup agent by using a VSA agent procedure"). Use this procedure if you prefer to install by
using the PowerShell installer, deploy_cloud_backup_agent.ps1.

You must run deploy_cloud_backup_agent.ps1 within 30 days of downloading the file.
Select Configure > Assets.
Select the customer whose assets you will protect.

The agent installer is specific to the selected customer. Be sure the customer whose asset you will
protect displays in the customer context banner before downloading the agent.

Click Single Installation.
Download deploy_cloud_backup_agent.ps1 to the Windows asset.

You must run the install procedure within 30 days of downloading deploy_cloud_backup_agent.ps1.
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QB Q@ QOv Bs 0 @ O wwesesaon B

<
E unitrends-internal :&g Admin 2 ETH T R
€3 Kaseya Endpoint Backup -
Monitoring - ~
v
-
Introduction
Dashboard

Restore Status

Backup - Success
Machine Machine Asset Of Last Last Agent
Profile = Organization Enabled J
D Group Name 10 Seen Version
Jobs Tasks
Backup Status -
Summary View v1-22- A
’ 04/19/2022 4 \
v-1-22-stagimg- base myorg stagimpisich- [0% ] e | ON .‘ 1.25.0
List View . 10:50
199-250
History
Restore - v-1-22- —
12/07/2021 4 )
v-1-22-staging- base myorg stagimg ch- [0% ] ) | ON .‘ 1250
File and Folder T vora o 17:28 -~ -~ .
199-250
Bare Metal
Configure - 05/20/2022 - 3
ws-ka-10168 root propellerhead WS-KA-10168 80% 125 - | ON .‘ 1240
. 257 W
Settings -

Assets want to keep deploy_cloud_back...ps1 anyway?

Customer
neb-windows- 10/01/2021 4 ~
Users _ ) 100% I < ((on ./\
I o This type of file can harm your computer. Do you keZp Discard 2

Log in to the Windows asset and launch PowerShell as administrator.

Issue this command to run the agent install script, where <FullPath> is the full path of the location where you
saved deploy_cloud_backup_agent.ps1l: PowerShell.exe -executionpolicy bypass -File
<FullPath>\deploy cloud backup_ agent.psl. Enter ¥ to confirm. Example command text is given
here:

2 Administrator: Windows PowerShell

scoreb

PS WWINDOWS? owershell.ex v 5 \E _hm\Downlo ‘deploy_cloud_backup agent.ps]

When you see the security warning about running downloaded scripts, press R and Enter to continue.

The agent is downloaded and deployed. When deployment is complete, you see a cleaning up message.
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2 Administrator: Windows PowerShell

crosoft Corporation. All rights
-platform Pow 121l htt

PowerShell.exe W 3 C:husers . Jownload ploy_cloud_backup_agent.psl

d/Unitren

Once the agent is deployed, the asset displays on the Configure > Assets page.

DBulk Installation &Single Installation

Success
Machine Machine . Asset Of Last Last Agent
QOrganization - Enabled Actions
D Group Name 10 Seen Version
Tasks
i ws-dpinheiro- 05/20/2022 s N
Asset is added . P 0 ) g (on ., 1250 & Runo & Delete
v15-staging- 07/07/2020 / N\
100% | ON ‘ 25, Delett
uch-193-83 11:32 N 1250 M beee
v15-staging- 09/28/2020 4 N
100% \ ON .‘ 25. Delete
kdcb-109-85 10.37 \ Y10 m 8 Deete

Run backups

Use the "To create a backup job" procedure to start running backups.
To create a backup job
Select Kaseya Endpoint Backup > Backup > Jobs. Click New Job.

Select the customer whose assets you will protect.
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\/SA QB R Ov Bs [ @ O cempmmcon [

<

unitrends-internal 28 NIRRT
€.  Kaseya Endpoint Backup - - -
Monitoring -
2Y stz
Intraduction

Restore Status
Backup
Name Interval Profile Assets Notes Pending Fulls Actions
Profile
Jobs a
Giorgio Every Day m Work Files ucb-windows-10-template & b u

Enter a name for the job and select a profile in the list. Click Next:

To recover an entire asset, you must run backups with a system state profile (a profile whose Data Type is
System State). Both system state and file and folder profiles support file-level recovery.

You can opt to create your own custom profile by clicking New on the Backup > Profile page.

For details, see "Working with backup profiles".

noPruflle a Assets B Schedule

Name Select Profile

(1Y enapnrams | |

Description Service drive

Win2019

User Folder Profile

d2c

9 Downloads
Select a profile (®)  CDrive Profile

Work Files
Raymond's PC
v-1-19 Backup Profile

Reports

Select one or more Assets and click > or >> to add them to the job. Review the Selected Assets. Click Next:
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The Assets list contains all registered assets for the active customer.

Newly added assets display in the list as Unregistered. The asset name changes from Unregistered to the
machine's host name once the asset checks in for the first time.

Assets that are disabled cannot be added to the job. To add the asset to a job, you must first enable the
asset (see "To enable or disable an asset").

Assets that have already been assigned to a job cannot be added to the job. To add the asset to a different
job, you must first remove it from the other job (see "Getting Started with Kaseya EndPoint Backup").

noProﬁle aoAsseis B Schedule
Filter.

ws-dpinheiro-01
Bryan-workstation - DESKTOP-VNQV3IV
CAE-R9-OFUYEX [[INELEIT e
callen-laptop
content-nas
d 29
ok i 39 »
DESKTOP-R7GKCJ2 >
¢ Bl Select assets to protect 4
U rwindows - <<
US-windows: - [CEN G 9
Umewindows - Clcik to add assets
(L B GGIVESS S IN ANOTHER JOB -

.

Define the backup frequency by selecting one of the following: Every 4 Hours, Every 8 Hours, Every 12 Hours, Every
Day, Every 2 Days, or Every 3 Days. Click Finish:
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nopmﬂle aaAssets aosmedule

Hourly

Every 4 Hours
Every 8 Hours
Every 12 Hours
Daily

Every Day

\o Select the
Every 2 Days backup frequency

Every 3 Days

The job is added.

Jobs are added to the queue (one job for each asset). Select Kaseya Endpoint Backup > Monitoring >
Backup Status to view the pending and running jobs. For details, see "Viewing backup status".

If a job cannot run because an asset is offline, the job runs upon the next agent check-in.

Subsequent backups will run for each asset at the specified frequency.

QB R @v

S(a)

@ Job created successfully

E unitrends-internal 383 [EEIEECILY

C>  Kaseya Endpoint Backup -

Meonitoring -
Introduction

Dashboard

Restore Status
Backup -
Name Interval Profile Assets Notes Pending Fulls Actions
Profile
Jobs
DESKTOP-VNQV3IV, Ws- P .
Backup Status - Win2019. Every Day m CDriveProfile  gninneiro-01 “ u -

Summary View The job is added

Recover files

Use the "To recover files and folders" procedure to recover files. For additional considerations, see "Recovery
considerations".
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To recover a failed asset from a system state backup, see "Bare Metal Recovery".

To recover files and folders
Select Restore > File and Folder.

Select an asset and the backup to recover:

You can filter the asset list by entering text in the Select Asset field. Only assets containing the string you
entered display in the list.

If the asset has been decommissioned, displays next to the asset name. You can recover
backups of this asset by selecting it in the list, but you must recover the backup to another asset (one that
has not been decommissioned).

i 1 Ol de
"™ Kaseya Endpoint Backup - B unrendsinternal 588

Monitoring -

Select Backup Select Files
Introduction
. - D Configure
Dashbosrd v-1-10-ste 5190 27 d
MSP Settings
Restore Status
Fri, Sep 24, 2021 3:52 PM e & Customer e Modified
Backup -
Profile Fri, Sep 24,2021 1:01 PM
c/ DIR

Jobs Fri, Sep 24, 2021 0:00 AM

Backup Status »
Fri, Sep 24, 2021 5:00 AM 3 Select backup 1
File and Fulner_o Fri, Sep 24, 2021 12:59 AM

Bare Metal

Thu, Sep 23, 2021 &:59 PM

Configure -
1 /1
Settings

Customer

Users

Select one or more items to recover, then click Restore Selections:

You can recover all files by selecting the root directory's checkbox.
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B unitrends-internal

Select Backup Select Files
Fri, Sep 24,2021 3:52 PM Name ~ Size Modified

Fri, Sep 24,2021 1:01 PM

C:/ DIR -
Fri, Sep 24,2021 9:00 AM

Fri, Sep 24,2021 12:59 AM
Thu, Sep 23,2021 8:59 PM

1 /1

You can recover the contents of an entire drive or folder by selecting its checkbox.

B unitrends-internal 8&%

Select Backup Select Files
v-1-19-st = 'dcb-1¢ 27 Q2 [ users Administrator m
Click folders to
drill down to the directory
Fri, Sep 24, 2021 3:52 PM Name - Size Modified
Fri, Sep 24,2021 1:01 PM
Desktop/ DIR Tue, Sep 21, 2021 3:39 PM

Fri, Sep 24,2021 9:00 AM

Fri, Sep 24,2021 5:00 AM N
the directory and its contents

Fri, Sep 24,2021 12:59 AM

Thu, Sep 23, 2021 8:59 PM

1 /1

You can search for and recover individual files/folders. Enter a text string in the Search Files field, then click
Search. Files and directory names containing the string you entered display in a list. Check boxes to select
items to recover.
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E unitrends-internal

Select Backup Select Files

‘ v-1-19-st; dch-19 7 ‘ Enter text string 07 ini

Fri, Sep 24, 2021 3:52 PM

Path Name 4 Size Maodified

Fri, Sep 24, 2021 1:01 PM
282 Tue, Feb 23, 2021 2:45

- N c:/users/administrator/desktop/ desktop.ini
Fri, Sep 24, 2021 5:00 AM

Fri, Sep 24, 2021 12:59 AM
Thu, Sep 23, 2021 8:59 PM

1/

4 Restore 1 Selection

You can recover individual files by browsing the backup contents and selecting one or more files.

E unitrends-internal :&'. e

Select Backup Select Files
. ) R . i B Click folders to
v-1-19-sti .., kdol 12927 £ c users administrato Desktop drill d to the directory search
IRy a2k A2 TR (L Name = Size Maodified
Fri, Sep 24, 2021 3:52 PM
_ desktop.ini 282 B Tue, Feb 23,2021 2:45 PM
Fri, Sep 24,2021 1:01 PM
Select files to recover
Fri, Sep 24, 2021 9:00 AM )
V) csSetup.exe 33.86 MiB Tue, Sep 21,2021 3:39 PM
v

Fri, Sep 24, 2021 5:00 AM
Fri, Sep 24, 2021 12:59 AM .

1
3 Restore 2 Selections

Select these Advanced Options for the recovery:

Target Asset - Select the asset where files will be recovered.
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Assets that have been deleted or decommissioned are disabled in the list and cannot be used as
destination assets.

Alternate Path - Enter the recovery path on the target asset. Use the default location, C;/recover, or enter an
alternate path.

Conflict Resolution - Choose how to handle existing files of the same name in the target directory: select
Overwrite to replace the file with the one you are recovering or Preserve Newer to keep the existing file only
if it is newer than the one selected for recovery (otherwise overwrite the existing file).

The Preserve Newer option is not used for files where the fully qualified file path is greater than 251

characters. In this case, the existing file is overwritten. This is a known issue that will be addressed
in an upcoming release.

Folder Structure - Choose Preserve to recover the existing folder structure under the target directory or
Flatten to recover only the files to the target directory.

Click Confirm Restore.
Selected Files and Folders
c:fusers/administrator/desktop/desktop.ini

List of items to recover
cfusers/administrator/desktop/kcssetu

ssetup.exe

Advanced Options

Target Asset:  1-7-s lcb-bosli= 7 15-87

* Restore Path:  Cifrecover

Select
Conflict Resolution: | Preserve Newer Op
Folder Structure: = Preserve
Cancel Confirm Restore

The job is added to the queue and displays on the Restore Status page. Files are recovered to the destination
asset.

If the recovery path directory does not exist, the job creates it during the recovery.

If the destination asset is not online, the job runs upon the next agent check-in.
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SA QB ? B: B O @ O muomen [
< . -
E unitrends-internal 283 W
(.3  Kaseya Endpoint Backup -
Menitoring -
Start End
Introduction Task ID Job Type Target el L Status
Time Time
Dashboard
Job is added to queue
I Restore Status
4e127227772b- 1-7 ‘ng- Tue, Oct 27,
Backup . N W File .
7beus336 44d~ za82- kd_Z ~alk- 2020 1:56
Profile & Folder o
eed7e_ . 7263 21737 PM
Jobs

Installing the VSA agent

Use this procedure to install or upgrade the VSA agent.
To install the VSA agent
Log in to the Windows asset as administrator.
Open a browser and log in to the VSA.
Select Agent > Manage Agents.

Click Deploy Agent, then Save File.

7' @ & dmew
¢ Machine Id P| Machine Group: | < &l Groups > | View < No View > ~ @ New [# Edit Vo Reset
Latest agent version available: 9.5.0.31 /9
0 Agent T - ~ {3 ColumnSets v &, Deploy Agent (2 Refre
Agents 4 of 1 b || Bl 100 |wv | Selected 0 | Viewing: 142 of 42 Column Set: [« Selec
Manage Agents 0 Machine Id Current User Last Reboot Time Last Checkin Time Agent Version Agent Info
0o 3 “rrimeest 8:25:34 am 23-Aug-19  1:34:58 pm 26-Aug-19  9.5.0.12

Agent Logs

Log History Select Agent > Agents > Manage Agents | IS X

Event Log Settings You have chosen to open:

35-helixvowreiest
? [¥] KesSetup.exe

which is: Binary File (33.2 MB)
from: https://previewb kaseyanet

Screen Recordings 35-Mmicerie

5-Clmmo 1

Packages -
S-helix-mesirost.oatest Would you like to save this file?

8-demo-helix.re est G, — SaveFile

Deva-Helx-Testoost mamed TTZ459 am Z6-Feb-20 72406 am 24-War-20 95071

Manage Packages

Templates -

e 2 B2 B2 B2 B

Ooooooo
[cNeNeNelele)

In Windows Explorer, browse to the download location and double-click the agent installer, KcsSetup.exe.
The VSA agent is installed.

Click OK to close the Kaseya Agent Setup message.
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&+ + | Downloads — [m} *
Home Share View 9

B New item ~ 2 FH select al
— e —=J Easy access * J Select none
Pin to Quick Delete Mew Properties .
access | - folder - &) History D‘:‘Inverl selection
Clipboard Organize Mew Cpen Select
&« v A ly » ThisPC » Downloads v 0
‘ Downloads G Name Date modified Kaseya Agent Setup
J" Music = 477407 AT DI —
o KesSefup.exe e 419PM 0 The Agent haz been installed successfully on your computer.
186 items =
f 2
Double-click the agent installer

\SA Q

E]

@ D7 B2

< Machine Id L | Machine Group: | < All Groups = - View: < No View >
Latest agent version available: 9.5.0.32
‘;I Agent e 'E} - ) - Q Column Sets » _i‘ Deploy Agent C Refresh
Agents -
of 1 p | 100 || Selected: 0 | Viewing: 1-42 of 42
Manage Agents
. Machine Id Current User Last Reboot Time: Last Checkin Time Agent Version Agent Info
Agent Logs n £y new-install-29.base. myOrg Administrator 2:12:51 pm 19-Nov-19  9:36:19 am 03-Jan-20 9.5.0.14
Log History 0 p1-update-25 base.myOrg Administrator 35410 pm 18-Nov-19  9:36:19am 03-Jan20  9.5.0.14
Event Log Settings 0 p2-update-27.base.myOrg Administrator 3:57:01 pm 18-Nov-19  9:36:19 am 03-Jan-20 9.5.0.14
Screen Recordings 0 p3-update-28.base.myOrg Administrator 4:05.02 pm 18-Nov-19  9:36:19 am 03-Jan-20  9.5.0.14
0 £ w2260.base. myOrg DBarrett §:14:01 pm 02-Jan20  9:36:19 am 03-Jan-20 9.5.0.14
Packages - —
0o o win-2016-38.base.my0rg LRI LEEE L) om 20 Nov-19  9:36:19 am 03-Jan20  9.5.0.14
Manage Packages
0 y win-2016-39.base.myOrg Administrator 8:40:26 am 20-Nov-19  9:36:19 am 03-Jan-20 9.5.0.14
Templates h 0 oy Winrrl039qogvkk-1.base.myOrg Administrator 1:56:35 pm 21-Nov-19  9:36:19 am 03-Jan20  9.5.0.14
Create 0 £ win-rlo3ggogvkk.base. myOrg Administrator 9:26:51 am 21-Nov-19  9:36:19 am 03-Jan20 9.5.0.14

Troubleshooting Kaseya EndPoint Backup agent
installs

If you have installed the Kaseya EndPoint Backup agent but the machine does not display on the Kaseya Endpoint
Backup > Configure > Assets page, check the agent procedure log messages and address any error conditions.

To view the agent procedure log
Select Agent Procedures > Manage Procedures > Schedule/Create.

Under Shared procedures > Thirdparty App: Kaseya Endpoint Backup, select Deploy Endpoint Backup Agent.
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Dv Bz L @ 6 acompmmnsc LY

e MNew Procedure |2i Edit Procedure ,_‘ Rename Procedure o Delete Procedure T"‘ Manage Files [x] Manage Variables [ Export Procedure 0 Approve using A

¢
. Machine Id: £ Machine Group: | = All Groups v View: = No View > ~ | @ New [# Edit Ty Reset
) Agent Procedures -
o
v Procedure Name: Deploy Endpeint Backup Agent
o B b
Manage Procedures - = g3 Private Modified By:
[ myProcedures - dbarrett@unitrends.com
I Schedule / Create - Date Modified
= =5 Shared
Distribut = [ Sample Procedures Approved:
istribution
= | Third-party App : Basic Tap Approved By: System
Agent Procedure Status . Date Approved: 6:32:17 am 03/29/2022
Overview ] ya Endpoint Backup a | Procedure Description
= seya Endpoint Backup Deplov End Backup A i Machi
Pending Approvals =2 Deploy Endpoint Backup Agent eploy Endpoint Backup Agent to Windows Machines
st w g = -Th\r"—par—‘f App : Unitrends Backup
s -
nstaller Wizards = | Unitrends
N - .
Patch Deploy £ System
Application Deploy | Schedule ” View Procedure “ Used By ” Approval History
File Transfer - ﬁ ® g C Refresh
Get File of 1 b | M 100 v
Administration - Machine 1d Last Time Exec Last Exec Status | Mext Exec Time
U10PCO1.base.myOrg -
Application Logging
D U10PC02.base.myQOrg
Agent »
u10pc03.base.myOrg
ﬁ Anti-Malware 4 ul0pcD4.base.myCrg
Antivirus » U16APPOT base.myOrg
U16APPOZ base myOr
@ Audit » - o
U19DC01 . base.myQrg
@ AuthAnvil » T
»
¥L)  Backup » 0 1-42 of 42
- »

On the Schedule tab, hover over the machine's agent check-in icon to launch the agent Quick View window.

Click Procedure Log.
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Schedule

i}

1 of 1) b ||kl

Machine Id

oo

LNOPCOT hase mvQra

" View Procedure || Used By

[ approvai History

g C Refresh

Last Time Exec Last Exec Status = MNext Exec Time Current Logged In User

]

;Ef Remote Control ;Ef Private

U10PCOZ.base.myOrg - Agent is online -

»lg Procedure History
=388 Procedure Log

i. Motes

| Ticket History

!

M AgentlLog
G Configuration Changes
[y - Legacy Remote Control Log

m Session~ &7 Live Connect {J Ticketing |8 Screen Shot o File Manager >
Current User Run Procedure Now [+]

D Last Logged In User tah mmali x
Operating System 10

D . 03 Version Enterprise x54 Edition Build x

19043 x

[} Time Zone uTC -7
Computer Name uU10PCO2 x

] Domain/Workgroup UMSP (d) x
DNS Computer Name U10PCOZ. e swwal

=] Country UNITED STATES © Ask before executing

(=] E=: Pending Procedures @ Alarm Log “g# Disk Volumes

]

[

! Monitor Action Log
)View Cradentials

¥ Disk Partitions
5% Disk Shares

B User Accounts F’C\and Disk Hardware
ﬁ Groups B9 Printers
s Members
[=] Software Licenses
i Documents E Add/Remove
-“" Get File |! Startup Applications
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Last Logged In User

taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali
taher.adamali

taher adamali

O OO O

&7 Remote Control Log

Jected:

Check the log for Deploy Endpoint Backup Agent messages.

Example agent install success message:

taher.adamali -

mk-2019-45.base.my0Org - User inactive since 1:32:26 pm 14-Jan-20

E Remote Control E Private Remote Control "E" ,;7 Live Connect 3 Ticketing

Current User Administrator -
Last Logged In User Administrator
Operating System 2019

Run Procedure Now

KAXXXO -

8:52:23 am 14-Jan-20 Baseline Audit
8:52:23 am 14-Jan-20 Baseline Audit

Success THEN
Script Baseline Application Audit was
successfully scheduled to run in 2 minutes
8:52:10 am 14-Jan-20 Deploy Endpoint  Success THEN

Backup Agent

Backup Agent hitps://direct.backup.net/download

SUnitrends_Agentx&4.msi Generating

05 Version Small Business Server Essentials x64 Edition
Build 17763

Time Zone uUTC -8
Computer Mame MK-2019-45
Domain/Workgroup WORKGROUP (w)
DNS Computer MK-2019-45 W Ask before executing

AL A
8:52:28 am 14-Jan-20 Latest/Periodic  Success ELSE

KDPM Audit 3

msumpter@unitrends.com

8:52:10 am 14-Jan-20 Deploy Endpoint | Getting agemt download location Downloading | msumpter@unitrends_com

This means agent

registration config Installing cloud backup
agent Cleaning up
“SUcCess THEN

8:52:10 am 14-Jan-20 Execute Shell

msumpter{@unitrends.com

install succeeded
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Example agent install failure message:

cae-r9-035gwl.base.myOrg - User logged in and active

E Remaote Control E Private Remote Contral '2" .l"\ Live Connect { Ticketing »

Current User dbarrett - Run Procedure Now o

Last Logged In User dbarrett2 x

Operating System 10 .

0S Version Enterprise x64 Edition Build 14393 {2 Send Message if Logged On X

Time Zone uTC-B (= Flush DNS X

Computer Name CAE-RI-035GW E Reboot x

Domain/Workgroup UNITRENDS (d) r

DNS Computer Name  CAE-R9-035GW1.unitrends.com [ shutdown b4

Country ~ Ask before executing

4= ' Time Procedure Description Admin A

8:11:11 am 16-Jan-20 Deploy Endpoint Success THEN Endpoint msumpter@unitrends.com
Backup Agent

8:11:11 am 16-Jan-20 Deploy Endpoint] File C:\temphdeploy_cloud_backup_agent.ps1 | msumpter@unitrends.com
Backup Agent cannot be loaded because running scripts is

disabled on this system. For more infarmation,
see about_Execution_Policies at This means agent
http://go.microscft.com/fwlink -
/ILinkiD=135170. + Categorylnfo - SecurityErro install failed
(:} I, ParentContainsErrorRecord Exception +
FullyQualifiedErrorid : UnauthorizedAccess

THEN msumpter@unitrends_com

8:11:11 am 16-Jan-20 Execute Shell
command - Get
Results tn ¥
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Chapter 2: Accessing Kaseya EndPoint
Backup

You can log in to Kaseya EndPoint Backup by using your Kaseya EndPoint Backup credentials or by using IT Complete.
IT Complete links your Kaseya EndPoint Backup and KaseyaOne accounts to enable single sign-on.

Use these procedures to access Kaseya EndPoint Backup:
"To log in using Kaseya EndPoint Backup credentials"
"To enable login with IT Complete"
To log in using Kaseya EndPoint Backup credentials
Log in to the VSA.
Select Kaseya Endpoint Backup.
Enter the username and password of your Kaseya EndPoint Backup account.
(Optional) Check the Link with VSA box to link your Kaseya EndPoint Backup and VSA accounts.

Upon logging in, your VSA account is linked and you no longer need to supply separate credentials to access the
Kaseya EndPoint Backup module.

Click Log In.
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\/SA Bz 0 @ O commpmmdcn Y

<

> Kaseya Endpoint Backup
Monitoring
Introduction

Dashboard .
Restore Status I-INITFGEN_IDS
Backup EndPointBackup

Profile

Jobs

Backup Status | ds.com _9 Enter username

Summary View

List View 49 Enter password

Histery Link with VSA

Restore .
(Optional) Check
File and Folder to enable SSO

Bare Metal
Configure

Settings Log In with IT C let
(m LogInwi omplete

Customer
Users

Assets Help & Support | ® Kaseya 2021

My Settings

6  The Introduction page displays.
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>  Kaseya Endpoint Backup -
Monitoring -
I Introduction
Dashboard

To start protecting your endpoints, you will need to deploy the agent against your endpoint, then add the asset to a backup job. Click through below
Restare Status 1o access the assets and backup job pages.

Backup -
Deploy Agents Create Backup Jobs E Recover Files & Folders
Frofile
Jobs &xDeploy Agents to Your Assets & Configure Backups

Backup Status T Install Agents on end-points you want to Jobs define when and what assets should Once you have a successful backup, you
Summary View protect with file-level Endpoint Backup. be protected, and what data protection can start your first restore!
Profile should be applied
st view Single Installation: Download the Monitor the progress of your backup jobs Select files & folders to be restored back to
History installation package, script, and token to fram the status page. the original asset, or select a different
protect a single asset asset to restore to.
Restore -

Bulk Installation: Generate a 24 hour
File and Folder installation key, and use the power of VSA
to deploy to all your assets at once using

Bare Metal Agent Procedures
Configure - Once you've copied your key, paste it into
your Endpoint Backup agent procedure.
Settings
Customer
Users
Assels

My Settings Eﬂde-\ﬂt BaCkUD Updates

To stay up to date on the latest releases and changes, scroll down to view EndPoint Backup Updates:
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\SA o

< .

ﬂ unitrends-incerar  gae RASUIEIN

m

Q@ Qv Bs O @ O dmsmmmon B

> Kaseya Endpoint Backup -
Monitaring -

Introduction

Dashboard

Endpoint Backup Updates

Restare Status

Backup -

oot Scroll down to see
rofile . oo .
September 2022 . Endpoint Backup Updates
Jobe Just a Little Touchup
August 2022
Auguetzoz With our 1.29 release, we are adding a little polish to the EndPoint Backup User interface and smoothing out the single sign-on
Backup Status -

experience with KaseyaOne. In addition to these changes, we have fixed the alignment and quality of several Ul components, like

heckl S,
Summary View checkboxe:

List View . An Update on Retry Logic
History e Backup attempts can fail due to numerous reasons. A system can go to sleep, go offline due to network disruption, or there could be
February 2022 errors in the cloud or the local environment. One of t s we gracefully handle these types of failures compounding or affecting
Restore - other endpoints i by introducing retry logic. We believe a bit of transparency is valuable and are, therefore, providing more details on
January 2022 our logic
File and Folder
No 2021

« Intervals: Five minutes, 30 minutes, one hour, eight hours and finally, an attempt every 24 hours

Bare Metd - o o Asuccessful backup, incremental or full, will reset this interval
Configure . October 2021 o The interval can be manually reset by using the ‘Run Once’ feature on the Assets Page of the product Ul
« Granularity: The retry logic now applies to individual endpoints, not all endpoints within a job
Settings
Customer
Users
Assets
- = e
My Settings « =y
G agent » - . - « I
.- - « e
90 Agent Procedures » = |
{F AntiMalware »

To enable login with IT Complete

IT Complete is Kaseya's integrated platform of IT and security management solutions. Use this procedure to enable
single sign-on by linking your Kaseya EndPoint Backup and KaseyaOne account credentials.

Log in to the VSA.
Select Kaseya EndPoint Backup.
Click Log in with IT Complete.

If you do not see the Log in with IT Complete button, your organization has not been registered with IT
Complete. Register your organization as described in "Working with Kaseya EndPoint Backup Settings"
on page 129.
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\(SA : Bxs 0 @ O =
<

>  Kaseya Endpoint Backup’
Monitoring
Introduction
Dashboard
Restore Status
Backup -
Frofile UNITRENDS
N EndPointBackup
o0s
Backup Status
Summary View
List View
History
Restore
File and Folder Link with VSA
Bare Metal
Configure
Settings

or
Customer

Users 97 6 Log In with IT Complete

Assets

My Settings

O agent Help & Support | © Kaseya 2021

o) AgentProcedurss

{F  AntiMalware
4 If prompted, enter your KaseyaOne username, password, and company name. Click Log in.

Note:  If you are currently logged in to KaseyaOne, you are not prompted to enter your KaseyaOne account
credentials.
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5 Kaseya Endpoint Backup -
Monitoring -
Introduction
Dashboard
Restore Status
Backup -
Profile
Jobs
Backup Status -
Summary View
List View
History
Restore -
File and Folder
Bare Metal
Configure -
Settings
Customer
Users
Assets
My Settings
O Agent »
28 Agent Procedures »

{F  AntiMalware »

Kaseya EndPoint Backup Guide

1

QB Q Bv B 4 @ O compemcon [

1aseyaOne

You're logging in with IT Complete
Username
dbz
Password Forgot password?

Enter username, password

Company Name & company name

Unitrends

P

Help & Support | € Kaseya 2022

5 If prompted, enter your Kaseya EndPoint Backup username and password. Click Link.
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Note:  This is required only if you have not yet linked your Kaseya EndPoint Backup and KaseyaOne account

credentials.
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Welcome

You have successfully logged in with IT Complete. Please sign in with your
local Endpoint Backup account te complete the linking process and enable
Single Sign On with IT Complete.

l ol :nds.com .
Enter Endpoint Backup

username & password

Help & Support | © Kaseya 2022

6  You are logged in to Kaseya EndPoint Backup and the Introduction page displays.

Q B Qv Bx 4 0 w ds.com

< (%) Account successtully linked with o
B e s [ it

5 Kaseya Endpoint Backup -

Monitoring - .
Getting Started
Introduction

Dashboard

To start protecting your endpoints, you will need to deploy the agent against your endpoint, then add the asset to a backup job. Click through below to access the assets and
Restore Status backup job pages.

Backup -
n Deploy Agents H Create Backup Jobs n Recover Files & Folders
Profile
Jobs & Deploy Agents to Your Assets @Configure Backups

Backup Stat v
Ackup Status Install Agents on end-points you want to protect Jobs define when and what assets should be Once you have a successful backup, you can start
Summary View with file-level Endpoint Backup. protected, and what data protection Profile should your first restore!
be applied.
List View
Single Installation: Download the installation Monitor the progress of your backup jobs from the Select files & folders to be restored back to the
History package, script, and token to protect a single asset status page original asset, or select a different asset to restore
10
Restore -

Bulk Installation: Generate a 24 hour installation
File and Folder key, and use the power of ¥SA to deploy to all your
assets at once using Agent Procedures.
Bare Metal
Once you've copied your key, paste it into your
Configure - Endpoint Backup agent procedure.
Settings
Customer

Users -

Assets

7  The nexttime you log in, simply click Login with IT Complete without entering any Kaseya EndPoint Backup
credentials:
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CO ssackup

ar

m—& Log In with IT Complete

elp & Support | ® Kaseya 2021
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Chapter 3: Protecting Assets with Kaseya
EndPoint Backup

Kaseya EndPoint Backup provides protection of Windows assets. All data protection strategies begin with backups,
which are duplicates of your data. Kaseya Direct to Cloud Backup utilizes the incremental forever protection strategy,
where the first backup of an asset is a full backup that includes all specified file system data. After the first full backup
completes, subsequent backups are incrementals that capture a subset of data that has changed since the last
backup. Each backup functions as a recovery point for the protected asset. After you've backed up your assets, you can
recover individual files or entire file systems in minutes. Or recover an entire failed asset back to the same hardware,
dissimilar or virtualized.

Customize your backup strategy to meet the recovery point objectives (RPOs) required for your business continuity
plan. RPOs refer to the maximum amount of data loss that you can tolerate. For example, if you can tolerate losing a
day’s worth of data, your RPO is one day. To meet your RPOs, use profiles and job schedules to run backups at the
desired frequency.

This chapter provides instructions for creating and managing backup profiles and jobs. A backup profile defines the
data to include in the backup. Once you have created the desired profile, you apply it to a backup job. See the following
topics for details:

"Backup considerations"
"Working with backup profiles"

"Working with backup jobs"

Backup considerations

Consider the following before you implement your protection strategy:

Kaseya EndPoint Backup is ideal for workstations and laptops running Windows client operating systems. Server
operating systems are supported as well, but ensure you consider the recovery requirements of the server and its
applications. Kaseya Unified Backup is typically a better fit for protecting and recovering servers and is REQUIRED
when protecting hosted applications, like SQL Server, Exchange, SharePoint, and Oracle.

Kaseya EndPoint Backup protects Windows filesystems with file and folder backups or the entire Windows asset
with system state backups. You can quickly recover files and folders from all backups. System state backups add
the ability to recover the entire asset by using the "Bare Metal Recovery" feature.

Unlike a file and folder backup, a system state backup includes the system state and must contain all critical
volumes. System state backups are typically larger in average than targeted data backups.

Kaseya recommends running incremental backups each day.

The first backup of a given asset is always a full backup. Be aware that a full backup can take quite some time to
complete, depending on the backup size and available bandwidth in your environment.
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Kaseya EndPoint Backup provides offsite backup storage in the Kaseya Cloud. Kaseya offers these backup
retention options: 90 days, 1 year, and Infinite. Check your service level agreement to see how long your backups
are retained in the Cloud.

Working with backup profiles

While creating a backup job, you apply a profile that defines the data to include in the backup. The profile's Data Type
indicates the type of backup to run: Files and Folders or System State. A given profile can be applied to multiple jobs
within your Kaseya EndPoint Backup environment. You can choose one of the default profiles or create a custom
profile. These profiles are available by default:

Home - Use to back up the contents of the Windows home directory, C:\Users, with file and folder backups.
C Drive - Use to back up the contents of the C drive, C:, with file and folder backups.

All Drives - Use to back up the contents of all drives with file and folder backups. (Removable media and
synchronized drives, such as OneDrive, Google Drive, and Dropbox, are not included in the backup. These drives
are automatically excluded from the job.)

System State - Use to back up the system state and all critical volumes essential to OS functions. A system state
backup can be used for both file/folder-level and bare metal recovery.

QB Y Pv Bs [ @ O smmseo [

<

. 5 ®s
€S  KaseyaEndpointBackup B TS S EE L Donut Shop

Monitoring -

Intreduction

Dashboard Search Name:
Restore Status
Backup - Data Type
D All Drives
I Profile
Jobs Bm C Drive Profile Default
profiles
Backup Status -
0 Home
Summary View
List View O system State

-

You can add, modify, and remove backup profiles. See these procedures for details:

"To add a backup profile for file and folder backups"
"To add a backup profile for system state backups"
"To view or edit a backup profile"

"To delete a backup profile"
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To add a backup profile for file and folder backups

Afile and folder backup cannot be used for bare metal recovery (BMR) of a failed asset. For BMR, run system
state backups instead.

Select Backup > Profile.

Select a customer.

Click New.

Enter a name for the profile.

Select Files and Folders from the Data Type list.

(Optional) In the Included File Paths field, enter a volume or folder to include in the backup:
Data that does not meet the criteria you specify here is NOT included in the backup.

Type in the volume or full folder path (e.g., E: or E:\Finance) to specify data to include. (Wildcards are not
supported.)

Click Add to specify multiple file paths. (Click @ to remove a file path.)
See "Considerations for including and excluding files" for additional information.

(Optional) In the Excluded File Paths field, enter a volume or folder to exclude from the backup:
Data that does not meet the criteria you specify here IS included in the backup.

Type in the volume or full folder path (e.g., C: or C:\Finance\Customer) to specify data to exclude. Wildcards
are supported.

Click Add to specify multiple file paths. (Click @ to remove a file path.)

See "Considerations for including and excluding files" for additional information.
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Considerations for including and excluding files

Consideration Description

General Review the following before specifying files to include or exclude:
considerations
for including or
excluding files

If you specify both files to include and files to exclude, the inclusion is applied first. Any
exclusions are then applied to the subset of included files.

from an asset's If you do not specify any files to include or exclude, the job includes all drives (other
backups than removable media and synchronized drives, such as OneDrive, Google Drive, and
Dropbox).

A new full backup is required upon adding, removing, or modifying included or excluded
file paths. This is also required if you create and apply a new profile to an existing
backup job and the included or excluded file paths are different from the job's original
profile. If included or excluded files have changed for an incremental job schedule, the
system automatically promotes the next backup of each asset to a full backup.

Wildcard * An example of how to exclude all files with zero or more characters that match exclusion
usage in pattern:

Excluded File * txt

Paths

An example of how to exclude directories with zero or more characters and their contents
within a specified path that match the exclusion pattern:

C:/windows/sys*
Limitations:

*folder_abc cannot be used to exclude all folders that match folder_abc on the
protected asset. The full path must be provided.

If an entire directory is excluded, the directory name will still appear in the backup;
however, its contents will be empty.

Multiple wildcard matches like the following are not supported:

C:\*\*\abc.txt
Wildcard ? An example of how to exclude all files within specified path that matches a single character
usage in within exclusion pattern:
EXiLUded File C./PCBP/Lists.dir/pro_client?.spr
aths

An example of how to exclude all directories and their contents within specified path that
matches a single character within exclusion pattern:

C./Programfiles/Case?/

Limitation: If an entire directory is excluded, the directory name itself will still appear in the
backup; however its contents will be empty.
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Consideration Description

Multiple An example that uses multiple “?” wildcards and only one * wildcard:
wildcards in
) C:/?Log?/*.logs
Excluded File
Paths Limitation: If an entire directory is excluded, the directory name itself will still appear in the
backup; however its contents will be empty.
\VSA QB R Bv Bx 4 @ O wsweweson B
<
2
Monitaring -
Introduction Search Name: Reports
Dashboard
Data Type
RestorsStatis B Service drive Files and Folders
Backup - .
I — & User Folder Profile Included File Paths
Jobs i e C:\ °
Backup Status - W Finance drive E*\Reports °

Summary View M Downloads

List View e B
mm New Profile

History Excluded File Paths

W C Drive Profile

Restore -
E:\Reports\archive °
B Home

File and Folder

Add
Bare Meta m Work Files

Canfigure -

B Raymond's PC
Settings
Customer EZ 3 4 5 & 7 > 10/page

Users <

The profile is added:
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Dashboard

Restore Status
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Backup -
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Jobs B Service drive
Backup Status - Bm User Folder Profile
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Summary View = d2c
List View
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History
M Downloads
Restore - y

File and Folder B C Drive Profile

Bare Metal ™ Home
Configure - .
B Reports Profile is added
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Customer [1]z 3 4 5 6 7 > 10/page =

Users

To add a backup profile for system state backups

A file and folder backup cannot be used for bare metal recovery (BMR) of a failed asset. For BMR, run system
state backups instead.

Select Backup > Profile.

Select a customer.

Click New.

Enter a name for the profile.

Select System State from the Data Type list.

(Optional) In the Excluded File Paths field, enter a volume or folder to exclude from the backup:

IMPORTANT! Be sure not to exclude a system critical volume. The system state and all critical volumes
essential to OS functions must be included to perform a bare metal recovery.

Data that does not meet the criteria you specify here IS included in the backup.

Type in the volume or full folder path (e.g., C: or C:\Finance\Customer) to specify data to exclude. Wildcards
are supported.

Click Add to specify multiple file paths. (Click @ to remove a file path.)

See "Considerations for including and excluding files" for additional information.
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Menitoring -

Introduction Search Name:  Win workstation

Dashboard

Data Type
Restore Status B Service drive
System State
Backup - B User Folder Profile Included File Paths
I Profile . Define
2

Jobs profile

Backup Status - m Finance drive Excluded File Paths

Summary View B Downloads E: °

Listiew m New Profile © Add

History
W C Drive Profile
Restore -
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The profile is added:

E unitrends-internal
3 Kaseya Endpoint Backup -

Donut Shop
Monitoring -

Introduction ° Profil fully
Dashboard

Restore Status

Search "
Backup - Name:  Win workstation
I Profile
Data Type
Jobs = TejasT System State
Backup Status e O Full Desktop Backup System state profile is added Included File Paths
Summary View
(® I Win workstation
List View
Excluded File Paths
History <123 4558 10/ page

Restore - E: °
File and Folder © Add

Bare Metal

Configure -

To view or edit a backup profile
Select Backup > Profile.

Select a customer.
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Select a profile in the Search list.

To filter the list of profiles, enter text in the Search field.

(Optional) Modify any of the following, then click Save:
Name - Name of the profile.

Data Type - Choose File and Folders to run file and folder backups or System State to run system state
backups that enable bare metal recovery of a failed asset.

Included File Paths (supported for file and folder profiles only) - Enter a volume or folder to include in the
backup:

Data that does not meet the criteria you specify here is NOT included in the backup.

Type in the volume or full folder path (e.g., E: or E:\Finance) to specify data to include. (Wildcards are not
supported.)

Click Add to specify multiple file paths. (Click @ to remove a file path.)
See "Considerations for including and excluding files" for additional information.
Excluded File Paths - Enter a volume or folder to exclude from the backup:

IMPORTANT! System State profiles - Be sure not to exclude a system critical volume. The system state
and all critical volumes essential to OS functions must be included to perform a bare metal
recovery.

Data that does not meet the criteria you specify here IS included in the backup.

Type in the volume or full folder path (e.g., C: or C:\Finance\Customer) to specify data to exclude.
Wildcards are supported.

Click Add to specify multiple file paths. (Click @ to remove a file path.)

See "Considerations for including and excluding files" for additional information.
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To delete a backup profile

You cannot remove a profile that is being used by a running or scheduled job.

Select Backup > Profile.

Select a customer.

Select a profile in the Search list.

To filter the list of profiles, enter text in the Search field.

Click Delete, then Delete again to confirm.

U N ITR E N D S Chapter 3: Protecting Assets with Kaseya EndPoint Backup

AKaseya company




52 Kaseya EndPoint Backup Guide
Release 1.30.2 | June 2023

i 8|5 0@ & & @ O wmmn - [

<

> KaseyaEndpoint Backup  ~

Monitoring ~

sear Name:  Reports
Introduction Search
report

Dashboard Data Type

(e) B Reports Files and Folders
Restore Status 9
Included File Paths
Backup -
Profile °
Jobs \a o\ °
Backup Status ~ © Add
Summary View
List View
History
Restore v () confirm Profile Removal
File and Folder Areved °
This act < able to
Bare Metal delete a .
Settings
Gustomer E

Users

Working with backup jobs

You can add, modify, and remove backup jobs. See these procedures for details:
"To create a backup job"
"To view a backup job"
"To edit a backup job"
"To view a job's backup history"
"To delete a backup job"
"To run an on-demand full backup of all assets in the job"
To run a job by asset, see these procedures: "To run an on-demand backup of the asset" and "To promote an

asset's next backup to a full".

To create a backup job

You can create a job to back up one or more assets . The job you create will run at regular intervals according to the
daily or hourly option you choose. After you've created the job, you can run the job on-demand as needed (see "To run
an on-demand full backup of all assets in the job").

An asset can be assigned to only one backup job schedule. To add an asset to a different schedule, remove
it from the first schedule as described in "To edit a backup job".
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Select Kaseya Endpoint Backup > Backup > Jobs. Click New Job.

Select the customer whose assets you will protect.

'SA QB R @y Bz [ ¢ 6 cemmmeon 3

<

unitrends-internal 28 ISERTESHL
> Kaseya Endpoint Backup - i | ‘- P
Menitoring -
2 Select a customer

Introduction

Restore Status
Backup
Name Interval Profile Assets Notes Pending Fulls Actions
Profile
Jobs L . -
Giorgio Every Day W Work Files uch-windows-10-template & bk u

Enter a name for the job and select a profile in the list. Click Next:

To recover an entire asset, you must run backups with a system state profile (a profile whose Data Type is
System State). Both system state and file and folder profiles support file-level recovery.

You can opt to create your own custom profile by clicking New on the Backup > Profile page.

For details, see "Working with backup profiles".
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nopmﬁle a Assets a Schedule

Name Select Profile

(1Y oo | |

Description Service drive

Win2019

User Folder Profile

d2c

9 Downloads
Select a profile (®)  CDrive Profile

Work Files
Raymond's PC
v-1-19 Backup Profile

Reports

Select one or more Assets and click > or >> to add them to the job. Review the Selected Assets. Click Next:

The Assets list contains all registered assets for the active customer.

Newly added assets display in the list as Unregistered. The asset name changes from Unregistered to the
machine's host name once the asset checks in for the first time.

Assets that are disabled cannot be added to the job. To add the asset to a job, you must first enable the
asset (see "To enable or disable an asset").

Assets that have already been assigned to a job cannot be added to the job. To add the asset to a different
job, you must first remove it from the other job (see "Protecting Assets with Kaseya EndPoint Backup").
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n Profile aoAsseis B Schedule
Filter
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4

Define the backup frequency by selecting one of the following: Every 4 Hours, Every 8 Hours, Every 12 Hours, Every
Day, Every 2 Days, or Every 3 Days. Click Finish:

naproﬁle aoﬂssets ao&:hedule

Hourly
Every 4 Hours
Every 8 Hours

Every 12 Hours

S \o Select the
Every 2 Days backup frequency

The job is added.
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Jobs are added to the queue (one job for each asset). Select Kaseya Endpoint Backup > Monitoring >
Backup Status to view the pending and running jobs. For details, see "Viewing backup status".

If a job cannot run because an asset is offline, the job runs upon the next agent check-in.

Subsequent backups will run for each asset at the specified frequency.

@ Job created successfully

<

ﬂ unitrends-internal a8 [EEEIEECILY

€5 Kaseya Endpoint Backup -

Monitoring v
Intraduction
Dashboard m
Restore Status
Backup v
Name Interval Profile Assets Notes Pending Fulls Actions

Profile

Jobs

Backup Status A Win2019. Every Day B C Drive Profile (Ir:m!le & e o
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To view a backup job
Select Backup > Jobs.
Select the customer whose job you will view.
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Locate the job in the list. If needed, filter or sort the display.
If needed, click on a column to sort alphabetically (a to z). Click the column again to reverse the order (z to a).
The following details display for the backup job:

Name - Name of the job.

Interval - Frequency of the job: Every 4 Hours, Every 8 Hours, Every 12 Hours, Every Day, Every 2 Days, or
Every 3 Days.
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Profile - Profile assigned to the job. (To view profile details, select Backup > Profile. For details, see "To view
or edit a backup profile".)

Assets - List of assets protected by the job.
Notes - Description of the job.

Pending Fulls - The button shows the number of pending fulls that have been queued for assets in this job.
Click to run fulls of each asset. For details, see "To run an on-demand full backup of all assets in the job".
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To edit a backup job

Select Backup > Jobs.

Select the customer whose job you will edit.

<

Donut Shop
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Introduction
Restore Status
Backup
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Profile
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Locate the job in the list.

If needed, click on a column to sort alphabetically (a to z). Click the column again to reverse the order (z to a).
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Click the job's & icon:

Bl unitendsinternal 38 EBEITEIEN

Mame Interval Profile Assets Notes Pending Fulls Actions

Win2019 Every Day 0 Home v18-staging-ucb-215-210

(Optional) On the Profile page, modify any of the following, then click Next:
Name - Name of the backup job.
Description — Description of the backup job.
Select Profile - Profile assigned to the backup job.

If you want the option to recover the entire asset from this backup, be sure to select a system state
profile (a profile whose Data Type is System State).

nQProflle aaAssets EQSchedule

Name Select Profile

Win2019
Description o service drive

(Optional) Modify job name,
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(Optional) On the Assets page, add and/or remove assets, then click Next:

naProflle aQAssets aaSchedule

Filter.

Bryan-workstation CEXOITRET] -
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DESKTOP-R7GKCJ2

DESKTOP-VNQV3IV
e TYin awoTrieR o8|
Umw— O o

(Optional) On the Schedule page, modify the job frequency, then click Finish:

noProﬂle aat-‘«ssels ho&:hedule

Hourly

o (Optional) Modify job frequency

Lo | m

To view a job's backup history
Select Backup > Jobs.

Select the customer whose job history you will view.
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QB R Dv Bz £ @ O s 0

unitrends-internal 28 NIRRT
€.  Kaseya Endpoint Backup - - -
Monitoring -

2 Select a customer
Introduction

Restore Status

Backup
Name Interval Profile Assets Notes Pending Fulls Actions

Profile

Jobs

Giorgio Every Day m Work Files ucb-windows-10-template & £

o

Locate the job in the list.

If needed, click on a column to sort alphabetically (a to z). Click the column again to reverse the order (z to a).

Click the job's Lt icon.

VSA

<
E unitrends-internal 298 AL

>  Kaseya Endpoint Backup  +

Introduction

Dashboard Name Interval Profile Assets Notes Pending Fulls Actions

Restore Status

Every 4 & Testing Profile (do -
Backup - 1.17 Backup Job v = J\ { v-1-17- 19-53 & Lt u
Hours not change)
Profile
Jobs 1.3k Upgrade Every 4 ste -199-30-E°, -
I . P9 H y m User Folder Profile _;: e 2o g1si & lut u
Backup Status - J ours - e
Summary View
Every 4 W v-1-23 Backup v-1-23-5 g-epb, v-1-23- 5
List View v.1.23 Backup Y k - o & Mt Click here
3 Hours Profile Testing sT. rkdch

History

Backup history for the assets in the job displays on the History page:
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<
E unitrends-internal :;{ Donut Shop

>  Kaseya Endpoint Backup -

R Qv Bx 0 @ O

@

e~ [

Monitoring - Select Assets Healthy (Green) At Risk (Yellow)

08/13/2022 0 - 08/19/2022 [m] v-1-23-000g-epb x  v-1-23-SMI-kdcb x 3 7

Restore Status Healthy At Risk Critical

Introduction

Dashioard

Backup -
Profile

Jobs

Assets

Backup Status -
Summary View
List View 08-13-2022 08-14-2022 08-15-2022 08-16-2022 08-17-2022 08-18-2022 08-19-2022
History

Restore -

» Asset Details (empty - click a bar above)
File and Folder

Bare Metal
confi -
onfigure Healthy Faiure [N In Progress
Settings 2
10
Customer
£ s
Users g
s 6
Assets B
g 4
My Settings 2
0
O agent » 03-13-2022 08-14-2022 08-15-2022 08-16-2022 08-17-2022 08-18-2022 08-19-2022

T8 Agent Procedures »

To delete a backup job

Select Backup > Jobs.

Select the customer whose job you will delete.

B J'_: @ 6 dommg——scom

<
unitrends-internal 383 IEHINEHL
©5  KaseyaEndpointBackup v ;| ‘e P
Menitoring -
2 Select a customer
Introduction

Restore Status

Backup
Name Interval Profile Assets Notes Pending Fulls Actions

Profile

Jobs

Giorgio Every Day m Work Files ucb-windows-10-template & Lt

[m]

Locate the job in the list.
If needed, click on a column to sort alphabetically (a to z). Click the column again to reverse the order (z to a).

Click the job's [J icon, then Remove to confirm. The job is deleted.
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E unitrends-internal a8 LGN

Name Confirm Job Removal Pending Fulls Actions

Are you sure that you wish to delete "Win2019"? This action is not reversible.

Work Backup & it uj

uch-windows-10-, ws- o\

Win2019 Every Day B C Drive Profile o & il u]
dpinheiro-01

To run an on-demand full backup of all assets in the job

Use this procedure to run an on-demand full backup of each asset in the job. Jobs are queued as soon as the asset
checks in and run if no other job is currently running for the asset.

Select Backup > Jobs.

Select the customer whose job you will run.
Locate the job in the list.

Click the job's Run All button.

The Run All button shows the number of pending fulls that have already been queued for this job. In the example
image below, the job contains 8 assets and 1 full has already been queued.

Click Queue Full Backups to confirm.
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<

E unitrends-internal 588
>  Kaseya Endpoint Backup -
Monitoring -
Introguction
Dasnboard Name Queue Full On All Assets Notes Pending Fulls Actions

Restore Status

next backups sched " DS regar £ configuration. A
Backup - 1.17 Backu The next backups scheduled will be full backups regardless of configuration. A Full & Lt o
o backup can take significantly longer to run than an incremental backup. It is
rofile
recommended you maintain a strong network connection during this process. Itis not
Jobs 40.‘ 3kdeb -- recommended to run a full backup unless it is absolutely necessary. This action will
affect all of the assets connected to the 1.5 backup Test job. & L) u
Backup Status -

Summary View

List View 1.3uch--L Queue Full Backups 4 & Lt u)

History
Restore - v1o-g 0-81,v15-
Every 4 -82,v15- )
File and Folder 1.5 backup Test v Bm User Folder Profile o & bt w)
Hours -, -85, V15-
Bare Meta Seagrigann 483

Configure Ad

The job's Run All button changes to green and the number of pending jobs is updated, indicating that new Run
All jobs are pending. Each jobs is queued as soon as the asset checks in and runs if no other job is currently
running for the asset.

¢ @ Successfully updated asset to run

E_ unitrends-internal 8% [EITUSIED]

a Full Backup.

©5  Kaseya Endpoint Backup ~
Introguction Asset is updated
Dashboard Name Interval Profile Assets Notes Pending Fulls Actions
Restore Status
- Every 4 & Testing Profile (do -
Backup 117 Backup L1 155t 4 ¢ ! EVESS 53 & w0
Hours not change)
Profile
Jobs
13 Upgrade Every 4 st 9-30-Bulk, -
B User Folder Proie o & L uj
Backup Status - Tes Hours Stegrgmaee . e=31-Single
Summary View
Every 4 Stagiig wem o=« Bulk, -
List View 13u - g v m User Folder Profile “ & m o
Hours
History
Restore -
a Every 4
File and Folder 1.5 backup Test Houi Bm User Folder Profile & [ )
Bare Metal
Configure -

The button returns to blue once any pending Run All job starts. Note that you cannot initiate Run All for the job
if the button is gray (all assets are disabled) or green (all Run All jobs are pending)

Select Backup Status > List View to view jobs.
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Chapter 4: Recovering Files

This chapter provides considerations and instructions for recovering files from your backups. See the following topics
for details:

"Recovery considerations"
"Recovering files and folders from a backup"

To recover a failed asset from a system state backup, see "Bare Metal Recovery".

Recovery considerations

Consider the following before recovering files:

You can recover files from any backup to any asset that has been added to your Kaseya EndPoint Backup
environment. (To add an asset, see "Install the Kaseya EndPoint Backup agent ".)

File data is recovered. Other file attributes, such as Access Control Lists (ACLs), are not recovered.

Recovery requires a stable connection. Recovery can resume if there is a brief disconnection. If the connection is
interrupted for more than a few minutes, the recovery fails.

Recovering files and folders from a backup

Use this procedure to recover selected files and folders from a backup.
To recover files
Select Restore > File and Folder.

Select an asset and the backup to recover:

You can filter the asset list by entering text in the Select Asset field. Only assets containing the string you
entered display in the list.

If the asset has been decommissioned, displays next to the asset name. You can recover
backups of this asset by selecting it in the list, but you must recover the backup to another asset (one that
has not been decommissioned).
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i H .0 i
E unitrends-internal ~ $8% de

.5  Kaseya Endpoint Backup -

Monitaring -
Select Backup Select Files

- g4 Q Configure
Dashboard V-1-19-5t2 b-190 27
MSP Settings

Restore Status Select asset

Customer

Introduction

Fri, Sep 24, 2021 3:52 PM B size Madified
Backup -
Profile Fri, Sep 24,2021 1:01 PM
C DIR
Jobs Fri, Sep 24, 2021 9:00 AM

Backup Status »
Fri, Sep 24, 2021 5:00 AM 3 Select backup 1
Restore -
File anﬂFulner_o Fri, Sep 24, 2021 12:59 AM

Bare Metal
Thu, Sep 23, 2021 &:59 PM

Configure -
1 /1
Settings

Customer

Users

Select one or more items to recover, then click Restore Selections:

You can recover all files by selecting the root directory's checkbox.

B unirends-internal 382

Select Backup Select Files
Fri, Sep 24,2021 3:52 PM Name ~ Size Modified

Fri, Sep 24,2021 1:01 PM
DIR -

c:/
Fri, Sep 24, 2021 9:00 AM
Fri, Sep 24,2021 12:59 AM

Thu, Sep 23, 2021 8:59 PM

1 /1

You can recover the contents of an entire drive or folder by selecting its checkbox.
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E unitrends-internal

Select Backup Select Files
v-1-19-st-* "dcb-1¢ 27 0 3 users Administrator @
Click folders to
drill down to the directory
Fri, Sep 24, 2021 3:52 PM Name = Size Modified
Fri, Sep 24,2021 1:01 PM
Desktop/ DIR Tue, Sep 21, 2021 3:39 PM
Fri, Sep 24,2021 9:00 AM

the directory and its contents

Fri, Sep 24, 2021 12:59 AM
Thu, Sep 23, 2021 8:59 PM

1 /1

You can search for and recover individual files/folders. Enter a text string in the Search Files field, then click
Search. Files and directory names containing the string you entered display in a list. Check boxes to select
items to recover.

E unitrends-internal :a'. dme

Select Backup Select Files

‘\H-'I(J—st: dcb-18 17 ‘ Enter text string "7 ini

Fri, Sep 24, 2021 3:52 PM

Path Name 4 Size Modified
Fri, Sep 24,2021 1:.01 PM
282 Tue, Feb 23, 2021 2:45

: ) c:/users/administrator/desktop/ desktop.ini
Fri, Sep 24, 2021 5:00 AM
|

Fri, Sep 24, 2021 12:59 AM
Thu, Sep 23, 2021 8:59 PM

1/

4 Restore 1 Selection

You can recover individual files by browsing the backup contents and selecting one or more files.
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E unitrends-internal :a'. e

Select Backup Select Files
) - - i . Click folders to
v-1-19-sti .. kd.l 770-27 £ c users administrato Desktop drill d to the directory Search
IRy a2k A2 TR (L Name = Size Maodified
Fri, Sep 24, 2021 3:52 PM
_ desktop.ini 282 B Tue, Feb 23, 2021 2:45 PM
Fri, Sep 24,2021 1:01 PM
Select files to recover

Fri, Sep 24, 2021 9:00 AM )

) csSetup.exe 33.86 MiB Tue, Sep 21,2021 3:39 PM

v

Fri, Sep 24, 2021 5:00 AM
Fri, Sep 24,2021 12:59 AM

1
3 Restore 2 Selections

Select these Advanced Options for the recovery:
Target Asset - Select the asset where files will be recovered.

Assets that have been deleted or decommissioned are disabled in the list and cannot be used as
destination assets.

Alternate Path - Enter the recovery path on the target asset. Use the default location, C;/recover, or enter an
alternate path.

Conflict Resolution - Choose how to handle existing files of the same name in the target directory: select
Overwrite to replace the file with the one you are recovering or Preserve Newer to keep the existing file only
if it is newer than the one selected for recovery (otherwise overwrite the existing file).

The Preserve Newer option is not used for files where the fully qualified file path is greater than 251
characters. In this case, the existing file is overwritten. This is a known issue that will be addressed
in an upcoming release.

Folder Structure - Choose Preserve to recover the existing folder structure under the target directory or
Flatten to recover only the files to the target directory.

Click Confirm Restore.
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Selected Files and Folders
c:/users/administrator/desktop/desktop.ini

List of items to recover

c:fusers/administrator/desktop/kcssetup.exe

Advanced Options

Target Asset: | 1-7-sii0 _ [ lcb-bode 15-87

* Restore Path:  Ci/recover

Select
Advanced Optiol
Conflict Resolution: = Preserve Newer 4 ptions
Folder Structure:  Preserve
Cancel Confirm Restore

The job is added to the queue and displays on the Restore Status page. Files are recovered to the destination
asset.

If the recovery path directory does not exist, the job creates it during the recovery.

If the destination asset is not online, the job runs upon the next agent check-in.

m Q B @ 0Os B2 N @ O mu, dscamm

<
i i 20e
E unitrends-internal - dey

>  Kaseya Endpoint Backup -

Monitoring -
Start End
Introduction Task ID Job Type Target ) Status
Time Time
Dashboard
Job is added to queue
I Restore Status
4e1:7227 77=b- 1-7 ‘ng- Tue, Oct 27,
Backup - _ M File -
7ECas336 44d~ -aB2- kd_Z Zalk- 2020 1:56
Profile & Folder o
eed7e_. 27263 27737 PM

Jobs
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Chapter 5: Bare Metal Recovery

Bare metal recovery enables you to restore a failed asset from a system state backup to identical or dissimilar
hardware. The target recovery asset can be a physical machine or a VMware virtual machine (VM). To get started,
review the "Prerequisites for bare metal recovery". Next, download the recovery ISO and burn it to a DVD/USB (for
recovery to a physical asset) or save it to your VMware hypervisor (for recovery to a VM). In the event that your asset
fails, run the "To perform a bare metal recovery" procedure to recover a physical or VM target asset.

Prerequisites for bare metal recovery

The following requirements must be met to perform a bare metal recovery (BMR).

Requirement Description

Operating Recovery to identical or dissimilar physical hardware and virtual machines is supported for the
systems operating systems listed below.

Supported client operating systems:
Windows 8, 64-bit only
Windows 10, 64-bit only
Windows 11, 64-bit only
Supported server operating systems:
Windows 2016, 64-bit only, support does not include Nano Server
Windows 2019, 64-bit only
Windows 2022, 64-bit only

Unitrends supports the most recent two Service Pack (SP) versions on all releases
of Windows Server.

An eligible The backup used for recovery must meet these requirements:
system state

backup It was run using agent version 1.24 or higher (agent 1.25 or higher for Windows 11 or

Windows Server 2022).
It is successful.

It is a full or incremental system state backup that contains all critical system volumes. A
system state backup is run with a system state profile (a profile whose Data Type is System
State). For details on running a system state backup, see "To add a backup profile for
system state backups" and "To create a backup job".
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Requirement Description

Recovery ISO

For the recovery, you must use the Kaseya EndPoint Backup BMR ISO image, baremetal-recovery-
media.iso, provided on the Kaseya EndPoint Backup Restore > Bare Metal page. The ISO
contains WinPE (a minimal version of Windows used for installations) and the BMR Ul. To prepare
for DR, it is recommended that you do the following:

Create a bootable DVD or USB of the ISO and store it in a safe place, so that you can quickly
recover to a physical machine target. (For details on creating bootable media, see this KB
article.)

Save the ISO to your hypervisor (so you can quickly recover to a virtual machine target).

Network
requirements

An IP address, netmask, and gateway are assigned to the recovery target asset during bare metal
recovery.

If Dynamic Host Configuration Protocol (DHCP) is available in your environment, network settings
are assigned automatically.

If DHCP is not configured, or if you want to configure network settings for the target machine, you
can manually enter the IP address, netmask, and gateway.

interface type

Network Wireless network adapters cannot be used for the recovery.
adapter
Firmware Supported for BIOS- and UEFI-based assets. The firmware interface type (BIOS or UEFI) of the

recovery target machine must match that of the failed asset.

Disk
configuration

GPT disks are supported.
Dynamic disks are not supported.

iSCSI disks are not supported. Recover the critical (non-iSCSI) volumes as described in "To
perform a bare metal recovery". Once the critical volumes have been restored, recover data
on the iSCSI volumes as described in "To recover files".

RAID
configurations

Software RAID configurations are not supported.

Hardware RAID configurations are not supported.

Additional
hardware
requirement

Hardware not included in the Windows 10 PE environment is not supported.
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Requirement Description

Processor These processor features must be enabled on the recovery target machine: NX, PAE, and SSE2.
features on the | Ensure that these features are enabled on the target before booting from the ISO image. For
recovery target instructions, see KB 360013249658. Machines that do not have these processor features
cannot be used for the recovery.

Disk space on Make sure the target machine has enough disk space for the recovery. The recovery target can
recovery target have smaller disks than the failed asset, but the recovery fails if the disks do not have enough
space for the data on the critical volumes.

Supported Use the "To perform a bare metal recovery" procedure for the following recovery scenarios:
recovery

. Recover to the same physical hardware as the failed asset.
scenarios

Recover a failed physical asset to dissimilar hardware.

Recover a failed physical asset to dissimilar hardware with fewer disks.

Recover a failed physical asset to hardware with smaller or larger disks.

Recover a failed asset BIOS/MBR configuration to a dissimilar BIOS/MBR configuration.
Recover a failed asset UEFI/GPT configuration to a dissimilar UEFI/GPT configuration.
Recover multi-boot configured BIOS servers.

Recover a failed physical asset to a VMware virtual machine (VM).

Recover a failed VM to a physical asset or to a VMware VM.

laaS VMs - BMR recovery of a failed Azure, AWS, or Google Cloud Computing (GCP) VM
that was configured with laaS roles is not supported.

Recovering to a VMware VM - The virtual host must support the OS of the Windows asset
you are recovering. For example, you cannot recover Windows 2016 to ESXi 5.1. See the
VMware documentation for details.

To perform a bare metal recovery

Use this procedure to recover a failed asset. During this procedure, you will use the Kaseya EndPoint Backup bare
metal ISO to recover the failed asset's critical disks from a backup. After the bare metal recovery completes, you will
configure the recovered asset's network settings, then recover any data on non-critical volumes.

On the Restore > Bare Metal page, click Download ISO. The ISO, baremetal_recovery_media.iso, is downloaded.
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(>  Kaseya Endpoint Backup v E TR #

Monitoring -

> Session ID: 31dce541-df21-4394-h347-37d208aa3aa0

%

Bare Metal Sessions
Create Access Key Download 1SO e)
Introduction _

Dashioard

Restore Status

- > Session ID: 80d0a467-9530-4fc5-96da-f7e6b3842aba
Backup - Access Key: 5dri =qjse
Profile Fri,Mar11, 2022 3:31 PM > Session ID: 3100320c-6123-4b17-a540-561226{3c5a3 —
Jobs e @mmiiemnl's.com
Backup Status - > Session ID: 935321b9-7257-433¢-8253-4980aff38¢6 Restore
Summary View
List View > Session ID: 6¢5d7bdb-6171-4acb-8081-a6abaf46558d Restore
History Access Key: xmpt g
Tue, Mar 15, 2022 7:12 AM > Session ID: 87125478-ad7a-47b3-9a38-0ac73f3047a1
Restore hd ’ "

Session ID: fadff80f-d7a1-42ab-bb40-aef435bed 063

g
H

File and Fo‘dyo train, Z 1ds.com
| Bare Metal

Click Create Access Key.

The key is created and displays in the list below. For easy identification, you can click above and add a custom
label.
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Backup Status -
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History
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Restore
File and Folder
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Customer s :nds.com
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Prepare the recovery media:

To recover to a VM, save the ISO in a location that you can access from your hypervisor. Power down the
recovery VM and edit its settings to boot from the ISO.

To recover to a physical machine, burn the ISO to USB or DVD (see this KB article for details). Power off the
recovery machine and attach the recovery media.

Power on the recovery target machine. The machine boots from the ISO and the BMR interface displays.
In the Access Key field, enter the access key you created in step 2. Be sure to include the hyphen (-).

Click Create Session.
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@ BMR
File Edit View Window Help

e Y

Access Key: T Kqmknrd [ creme Sessior-'—e
\o Enter key
B Time Settings

© Network Interfaces v Connected to server

[ taunch eme |

BN = &5

7 The key is saved and a secure session is created between the recovery target asset and EndPoint Backup in the

Unitrends Cloud. (This may take a few minutes.)

Note the session ID as you will use it to identify your recovery session in Kaseya EndPoint Backup.
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® BMR = &=

File Edit View Window Help

CO msmiBackup

Session |D: 73694 . 5f4fee94c105

¢ product Ul Please note, this session wi
mand line using the button below.

Authentication successful. You may now proceed with the restare, the session ID above should match the ID in

ast twenty four hours by default. To load any custom drivers or execute advanced commands you can launch to a d

Access Key: an e Create Sezsion

B Time Seftings
& Network Interfaces + Connected to server

| Lzunch ema |

8 Review network settings and modify if needed.
® |f DHCP is configured for your network, network settings are assigned automatically.

® |If DHCP is not configured, or if you want to configure network settings for the target machine manually, click
Network Interfaces. Then enter a unique IP address, the Subnet Mask, and the Gateway. Click Update.

Notes:

® Network settings do not need to match those of the original asset. The only requirement is that the
machine can communicate with EndPoint Backup (to access the backup you will use for recovery).

® The network settings that you configure during this step are used only for the recovery. They are not applied
to the network adapter when you boot into the recovered operating system. Before connecting the
recovered asset to your network, you will reconfigure the asset’s network settings.
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® BMR =& ==

File Edit View Window Help

C EndPointBackup
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Authentication successful. You may now proceed with the restore, the session ID above should match the ID in the product UL, Please note, this ses:

ast twenty four hours by default. To load any custom drivers or execute advanced commands you can launch to a command line using the button below.

Access Key: __ B | Creste Session

& Time Settings
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| Create Session

«mknrg

Access Key:

B Time Settings
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EoHCP

Config n for interface "Leoopback Pseudo-Interface 17

Static IP Address:
(mask 255.8.0.8)

Mask:

Gateway:

9—'_m._e|

Launch cmd

Click Time Settings. Select and save the date, time, and timezone of the Unitrends appliance storing the backup

or hot backup copy that you will use for recovery.
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® BMR =& ==

File Edit View Window Help

C EndPointBackup

5f4fee94c105

Session |D: 73694 . B

Authentication successful. You may now proceed with the restore, the session ID above should match the ID in the product Ul Please note, this se:
advanced commands you can launch to a command line using the button below.

ast twenty four hours by default. To load any custom drivers or execute

| Creste Session

Access Key:

B Time Settings

& Network Interfaces + Connected to server

| Lzunch ema |

UNITRENDS

Chapter 5: Bare Metal Recovery
A Kaseya company




Kaseya EndPoint Backup Guide 81

Release 1.30.2 | June 2023

® BMR = R

File Edit View Window Help

UNITRENDS

EndPointBackup

Access Key: 63T [ Eamknrg Create Session

he operation completed successfully.

& Time Settings
Dats
05/20/2022 | I Save Date Select the date and click Save Date
Time

e e Select the time and click Save Time

Timezons

Eastern Standard Time | ssve Timezone Select the timezone and click Save Timezone

& Network Interfaces + Connected to server

| Launch cmd |

10 Return to the Kaseya EndPoint Backup Restore > Bare Metal page.
11 Select the customer whose backup you will recover
12 Locate your recovery session and click Restore.

Note:  To view information about the machine you are recovering to, click > to expand session details.
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£ @ 6 wmmgemscon [

.3  Kaseya Endpoint Backup
Monitoring
Introduction
Dashboard
Restore Status
Backup
Profile
Jobs
Backup Status
Summary View
List View
History
Restore
File and Folder
Bare Metal
Configure
Settings

Customer
Users
Assets

My Settings

i i 1
E unitrends-internal 288

Create Access Key Download ISO 9 > SessionID: 736943e7-

Access Key: 533 7-52d55 7

Session ID: 31003:
Tue, Mar 15, 2022 8:34 AM ?

el ds.com

> Session ID: 935321h

Access Key: eqefi ) “"_w9hed

Tue, Mar 15,2022 2.08 PM

er hds.com

Angel's access ke

Access Key: g637@80 _ hmknr8

Thu, May 19, 2022 10:33 PM
> Session ID: f0b18d4
[ :nds.com

T > Session ID: feee6580-d{™

Select the failed asset and the backup to recover.

> Session ID: 6c5dTmiTT

2e94c105
2 Restore

36f226f3c5a3
Restore

80a1ff38c6
Restore

7 -ababaf46558d
Restore

73f3047a1
Restore

135be4063

i

iff7b259a6

%

W ddbbse
Restore

You can filter the asset list by entering text in the Choose Asset field. Only assets containing the string
you entered display in the list.
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\SA
<

.2  Kaseya Endpoint Backup -
Meonitaring
Intraduction
Dashizoard
Restore Status

Backup -

Profile 2

Jods g o, Mar 31,2022 11:28 AM

Backup Status -
Summary View
List View
History
Restore
File and Folder
I Bare Metal
Configure -
Settings
Customer
Users
Assets
My Settings
E] Agent b
75 AgentProcedures b

£ Ant-Malware »

E unitrends-internal &

=
Source Disks

Select Backup

bm uch

Tue, Apr 19, 2022 8:37 AM

Thu, Mar 31, 2022 3:29 PM

Thu, Mar 31, 2022 7:28 AM

Disks contained in the backup
display here

Wed, Mar 30, 2022 7:20 R

Wed, Mar 30, 2022 3:20 PM

Wed, Mar 30, 2022 11:19 AM

Wed, Mar 30, 2022 7:19 AM

Wed, Mar 30, 2022 3:18 AM

Tue, Mar 29,2022 11:18 PM

Tue, Mar 29, 2022 7:17 PM

Tue, Mar 29, 2022 3:17 PM
1 /1

Qe ®

Disk 0 Used Space B0 GiB / 100 GiB

{5441E8E5-5C9C-4903-8903-B54BC1F45106}
o Disabled EFI system partition 100 MiB

W2\Volume{e637af4e-8da3-43a5-9fe0-
€757e18985441\

File System FAT32

Mount

e PN Microsoft reserved partition 16 MiB
Mount W2\Volume{e3c9e316-0b5c-4dbs-817d-
fa2dfo0215aep

File System FAT32

e P Basic data partition 79.3 GiB
Mount cA

File System NTFS

e PN Microsoft Reserved 593 MiB

Mount W\WVolume{e3c9e316-0b5c-4dbs-817d-
fa2dfo0215aep

File System FAT32

Disk 0
{5441E8E5-5C9C-

1 3 4
100 79.3

Qv

83

B L @ O dcompmmicon [

Target Disks

Disk 0 Used Space 0 B/ 100 GiB
VMware Virtual disk SCSI Disk Device

Disks on the rcovery target
machine display here

Disk 0
VMware Virtual disk

Click Auto Fill. Source disks are mapped to disks on the target machine. In our example, source disks 2, 3, and 4
will be recovered to Disk O on the target machine.

Review the disk mapping. If needed, modify the mapping. Simply drag a disk to move it to another location on the
target.

You must recover all critical disks.

You cannot recover non-critical disks. After performing the bare metal recovery, run the "To recover files"
procedure to restore data from non-critical disks.

Click Restore. Click Delete Data & Start Restore to confirm.

UNITRENDS
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. . e )
E unitrends-internal  ga Admin

Select Backup Source Disks

Disk 0 Used Space 100 MiB / 100 GiB
{5441EBE5-5C9C-4903-8003-B54BC1F45106}

o Disabled EFI system partition

b wuch

Tue, Apr 19, 2022 8:37 AM

Thu, Mar 31, 2022 3:29 PM

100 MiB

Mount W?\Wolume{e637af4e-8da3-43a5-

ofe0-c757e18985441
File System FAT32
Thu, Mar 31, 2022 11:28 AM

Thu, Mar 31,2022 7:28 AM

Review mapping and modify if needed

Thu, Mar 31, 2022 3:27 AM

Wed, Mar 30, 2022 11:21 PM

O Confirm Media Recovery

All of the data on the target disks will be deleted!

Wed, Mar 30, 2022 7:19 AM

Disk 0
Wed, Mar 30, 2022 3:18 AM {5441E8E5-5C9C- 100 MiB

4903-8903- EF1 system partition
Tue, Mar 29,2022 1118 PM B54BC1F45106} WNM\Wolume{e637af4e-8d

Kaseya EndPoint Backup Guide
Release 1.30.2 | June 2023

Target Disks

Disk 0 Used Space 79.9 GiB / 100 GiB
VMware Virtual disk SCSI Disk Device

A PN Microsoft reserved
partition

16 MiB

Wh\Wolume{e3c9e316-0b5c-4dbs-
817d-fo2df00215aep\

Mount

File System FAT32

(3] Basic data partition  79.3 GiB
Mount CA

File System NTFS

o WO Microsoft Reserved 593 MiB
Mount WHWolume{e3c9e316-0b5c-4dbs-

817d-fo2df00215aep\
File System FAT32

Disk 0 2 i e 4 i

VMware Virtual disk Q3 593

SCSl Disk Device MiB MiB
Micro Micro

1 Auto Fill Restore

The recovery starts. Return to the BMR interface. Recovery is complete when you see the message Successfully

Restored.
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BMR = =

File Edit View Window Help

CO reisackup

Running
[Creme sesson | BMR job is running

Access Key:

B Time Settings
4} Network Interfaces v Connected to server

[ taunch ema |
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@ BMR (=) e =5

File Edit View Window Help

C- UNITF‘EP\-IDS
EndPointBackup

Successfully Restored!

Access Key: |g637 " MkmknrB | €reste session |

B Time Settings
© Network Interfaces v Connected to server

[ taunch eme |

18 When the bare metal recovery is complete, use these steps to complete the recovery:

Note:  Known bare metal recovery issue - In certain cases the Windows Start button does not function on the
recovered asset. This will be fixed in an upcoming release.

¢ Restart the machine and configure network settings for the recovered asset. The network settings that were
used for the recovery are not retained after booting into the recovered operating system. Consider the
following when configuring network settings:

— Ifthe original asset is still connected to the network, you must assign the recovered asset a unique IP
address and rename it before connecting to the network to avoid conflicts.

— If the original asset is no longer connected to the network, you can assign the recovered asset the same
IP address as the failed asset.

— If you are using DHCP and the original asset is still connected to the network, rename the recovered
asset to prevent conflicts.
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(If needed) The bare metal recovery restored only the system critical volumes. If backups of the original
Windows machine include other volumes, you must create and format those additional volumes.

Install the agent on the recovered asset. For details, see "To install or upgrade the agent manually on a single
asset".

(If needed) To restore data on non-critical volumes, recover files/folders from the failed asset's last backup to
the recovered asset. For details, see "To recover files".

The recovered asset is treated as a new asset. To protect the recovered asset, add or modify job schedules.
For details, see "To create a backup job" or "To edit a backup job".
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Chapter 6: Monitoring Agents, Assets,
Backups, and Restores

Use the Dashboard, Backup Status, and Restore Status pages to monitor your Kaseya EndPoint Backup environment.
See these topics for details:

"Working with the Dashboard"
"Viewing backup status"
"Viewing backup history"
"BackuplQ alerts"

"Viewing restore status"

Working with the Dashboard

The Dashboard provides a high-level overview of your Kaseya EndPoint Backup environment from a single pane of
glass.

To view the Dashboard
Select Dashboard.
Select a customer or All Customers from the drop-down list in the customer context banner.
Select one customer for an overview of that customer's agents and assets.

Select All Customers for a quick overview of the agents and assets across your entire Kaseya EndPoint
Backup environment.

QB R Ov Bs [ @ 6 oo [

<
i i 1.0
ﬂ unitrends-internal 28
5 Kaseya Endpoint Backup -

All Customers

Monitoring v
Admin
Introduction
4 0 Automation-T2__
I Dashboard 40
Bakers
Restore Status Reg istered ) S Asset Health
Coffee Shop
Backup - Assets .

det

Profile
Donut Shop 49
Jobs
Finance
Backup Status - Select a customer or
Backup Activity All Customers Activity
Summary View
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An overview of the customer's assets and agents displays.
Single customer example - When one customer is selected, the following displays:
Registered Agents - The number of Kaseya EndPoint Backup agents that have been added.
Offline Agents - The number of registered agents that have not been online over the last 72 hours.
Asset Health - Overall asset health.

Backup Activity - Backup activity over the last week. Hover over a bar in the graph to see how many jobs
completed on a given day.

Restore Activity - Restore activity over the last week. Hover over a bar in the graph to see how many jobs
completed on a given day.

\(SA QB R Ov @5 4 @ O o B

¢ E unitrends-internal  g8s

>  Kaseya Endpoint Backup -
Monitoring -
Introduction 6 2 5 1
Dashboard
Restore Status Registered Offline Assets Asset Health
Backup - Assets (not seenin 72
Profile hrs)

Jobs
Backup Status -
Backup -'#CTIVIT‘;' Restore ;':'\Ctl"."lty
Summary View

List View

50 40
Hist 40

story 10
30

Restare - ~ 20
20

File and Folder 10 I—‘ 10

0 0 | m—
9/23 9/24 9/25 O/26 927 928 912

e
Bare Meta 9129 923 924 925 926 92T 928 9729

Caonfigure -

When All Customers is selected, the following displays:
Registered Agents - The number of Kaseya EndPoint Backup agents that have been added.
Offline Agents - The number of registered agents that have not been online over the last 72 hours.

Asset Health - Overall asset health.
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QB R Qv B 4 @ O compscon B

<

B unitrendsinternal 3@ IEETRCLIS

.

C. 5 Kaseya Endpoint Backup -

Monitoring -
Introduction
o)
Dashboard 1 1 O 9 1 1 5 '/0
Restore Status Registered Offline Assets Asset Health
Backup - Assets (not seenin 72
Profile hl’S)
Jobs

Viewing backup status

The Backup Status Summary View and List View pages show the results of backup job activity.
To view backup status

Select Backup Status > Summary View.

Select the customer whose jobs you will view.

Q B @ Ov Bs @em—mmﬂ

<
ﬂ unitrends-internal 388 M

~

. Kaseya Endpoint Backup -
All Customers

Moenitoring -
| Admin C -[
Plea: ustomer
Automation-Test
Dashboard This page requires a one from the context banner above
Bakers
Restore Status
Coffee Shop
Backup -
dev
Profile
Donut Shop
Jobs
Finance
Backup Status -
I y View 40
List View

The Summary View displays the following for each protected asset:

Hostname - Name of the protected asset.
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If the asset has been decommissioned, displays next to the asset name. If a Delete All
procedure is currently running for the asset, CEEITEE displays next to the asset name.

Today - Icons indicating the status of today's most recent backup jobs: & Success, (some jobs
succeeded, some jobs failed), x Failed, ® Running, or  (no jobs ran).

1 Week Ago - Icons indicating the status of last week's backup jobs: ' Success, (some jobs succeeded,
some jobs failed), X Failed, Running, or  (no jobs ran).

\'SA QB 2 Qv @3 £ @ 6 wossemscon [

<
i i 209
E unitrends-internal g% de
C>  Kaseya Endpoint Backup -

Monitoring - .
Machine Machine P .
Introduction Organization ¢ Group o Hostname Today 1 Week Ago
Dashboard
Restore Status > b V1T v-1-"Estagiy-
myOrg ase
Ve sta -1 Doloiod AGENT
Backup v
Profile
ue= v-1 72-sta@y
Jobs . . - Zz-stad -
myOrg base windows-10-
DL v ! kd art-2 X x
Backup Status - >
I Summary View
v-1-25-5tag
st View b= i 5
List Vie myorg base il kub-2022-05-17-
History e
Restore -
File and Fold: myorg base v Viistas
ile and Folder 5
L st Ik koo 20075
Bare Metal
Configure - vhiai- v-1-00iging-
myorg base st
Satiings stamng- [DELETING ALL
Customer
V1 ¥-1-16-st g
myoerg base ey
Users stam 0- ucls 13
Assels

(Optional) Click a status icon to view details.
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. ; «@e
E unitrends-internal S8 dit

Machine Machine

Qrganization Hostname Toda 1 Week Ago
= M Group D J .
V1007 v-1-"Rstaging-
myQrg base J— DolasdAGENT
ek
my0rg base windows-10+ V1 -stagm X X
yarg Si .i WS kd i art-2
-5
y v-1-Z5-stagan-
myorg base o . kub-2022-05-17-
e Click an icon to view details
vl v11-1-stagmy-
myorg base
L st Ik kdUEE-75
vl - v1-20 iing-
myorg base
steg- [DELETING ALL|
vl vi-16st g
myorg base ) ‘O”M g
stam O uclE 120713

The List View displays backups for the asset and day you selected. The following details display on the List View page:
Date fields - Date range of jobs displayed.
Select Assets field - Select one or more assets to filter the jobs list.
Asset - Name of the protected asset.
Status icon - Job status: “® Running, @ Success, & Warning, or ® Failed.
Previously Successful - Time since the last successful backup.
File Count - Number of files in the backup.
Protected - Protected size.
Duration - Job run time.
Avg Transfer Rate - The job's average data transfer rate in MB/s.
Job - Job name. Deleted displays if the job has been removed.
Profile - Backup profile used by the job:
Bl icon indicates the profile runs file and folder backups.
_D_ icon indicates the profile runs system state backups.

Deleted displays if the profile has been removed.
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Start Time - Date and time at which the backup job started.
End Time - Date and time at which the backup job finished.

Task - Job ID. Click to view job log.

jtrends-i o
B unitrendsinternal 383 IS

05/15/2022 O 9 05/22/2022 =)
Select another assel(s) Click to clear asset field
Date range of jobs displayed (show jobs for all assets)
Avg

Organization  Machine Last
Machine ID Asset Status File Count Protected Duration Transfer Job Profile Start Time End Time Task
Group Backup
Rate
 User
Sun, May 22,2022 9:42 Sun, May 22, 2022 9:57 -
ws-ka-10168 2days 3858 146 GiB 15 minutes 16.6 Mbit/s. Tejas Te Folder M - M - 5f63566a
Profile e e
 User
. . 2486 Fri, May 20, 2022 9:42 Fri, May 20, 2022 10:03
wska-10168 2days 12653 3.57 GiB 21 minutes Tejas Te Folder - - c2d5731f
Mbit/s AM AM
Profile
m User
) . Wed, May 18,2022 9:41  Wed, May 18, 2022
ws-ka-10168 2days 34653 8.11GiB 24 minutes 51.2 Mbit/s Tejas ™ Folder AM 10:05 AN 58430199
AM AM
Profile
. User
) _ . 63.26 Mon, May 16,20229:40  Mon, May 16, 2022 9:58
wska10168 Sdays 34214 798 GiB Bmnes 0o TejasTest  Folder o o fo7bact7
Mbit/s AM AM
Profile
m User
- ; . 42467 Sun, May 15,2022 8:24 Mon, May 16, 2022 9:40
ws-ka-10168 ® 4 days 8600 236 GiB 13 hours Tejas Te ¢ Folder 4dodf728
Kbit/s. Profile PM AM

Click a task to view log details in the Task Details dialog.

(Optional) Click Download Logs to download a .zip file of the asset's recent log files. If you do not see this button,
either this feature has not been enabled or the asset is running a pre-1.30 agent version. (For details, see
"Working with asset log storage".)

(Optional) [3

05/15/2022 0 & 05/22/2022 (=] aset
agent version
avg 106111740
Organization ~ Machine Last
Machine D Asset Status File Count Protected Duration Trar  agent_version_cloud End Time Task
Group Backup agem Y
Rate  *1.240 e Log details display
asset_uuid
*16e08602-8749-4158-803e-3059f54e2dfc”
. ) ; R . Sun, May 22,2022 9:57 -
ws-ka-10168 2days 3858 146 GiB 15minites 166 compatible_prdiii. o 51635662
true
customer_id
- . . . - 48 Fri, May 20, 202210 .
ws-ka-10168 2days 12653 3.57GiB 2imintes | erete state i c2d5731f
“NODELSTATE"
enabled
) . true Wed, May 18, 2022
ws-ka-10168 2days 34653 8.116GiB 24minutes 512 58430199
id 10:05 AM
2791
job_uuid
632  '68732d85-4728-4588-80f9-335ec54c0166" 3 Mon, May 16,2022 9:58
ws-ka-10168 5days 34214 7.98 GiB 18 minutes f07b4ct7
Mbit last_known_sta AM
*REGISTERED"
last seen
424, "2022-05-22T716:52:08.876Z" Mon, May 16, 2022 9:40
ws-ka-10168 x 4days 8600 236 GiB 13 hours 4dod728
4 Kbt name AM

WS-KA-10168"

(Optional) Display other jobs on the List View page by modifying any of the following:
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Selected customer - Select a different customer in the Customer list.
Date range - Modify the date range by clicking the calendar icons and selecting new dates.

Selected assets - Select one or more assets from the list. You can enter text to filter listed assets. Click X to
clear the assets filter.

SA QB R 07 @5 4 @ O swmmmsan [

Modify date range

Monitoring - = | T
05/20/2022 2 O 5 05/22/2022 =) ws-ka-10168. =ad ucb-windows-10-
Introduction - Selected assets display
uc-w -

Dashboard May 2022 - U

< Select a customer

> KaseyaEndpointBackup  ~ Select assets

Organizatyf | Asset Status Last FileCount  Protected  Duratior U
- Su Mo Tu We Th Fr Sa | Ass Backup : .
Backup - 12024 5 6 7

Restore Status

Profile 8 9 10 1 12 13 14

Jobs B wnzw wska-10168 2days 3858 1.46 GiB .
BEEEEEE N " N minutes Click to select assets in list

29 30 31 2 03 4

Backup Status -
Summary View

9 10 1
-

21
wska-10168 2days 12653 3.57GiB
Today g minutes;

History ws-ka o' e v

Restore -

Viewing backup history

The backup history graphs provide an at-a-glance view of overall asset health and the number of successful, failed, and
in-progress backups over a specified date range.

Asset health is measured by the number of days since the last successful backup. By default, assets are healthy
(green) if there is a successful backup in the last 3 days, at risk (yellow) if there is a successful backup in the last 4-7
days, and critical (red) if there is no successful backup in over 7 days.

You can opt to:

Modify the date range included in the graphs. The maximum date range is 31 days. If you attempt to enter a
range of greater than 31 days, the start date or end date is automatically modified to include 31 days.

Filter the view by selecting a customer

Modify the number of days used to measure asset health
Filter the view by selecting which assets to include

View asset details by clicking a bar in the asset health graph

For details on working with the Backup History page, see the "Asset health example" and the "To view backup history"
procedure.

Asset health example

In the example below we have selected a simple case. This example is one asset that was backed up on 7/20/2022.
No additional backups have been taken. Setting the 3 days for Healthy and 7 days for At Risk demonstrate how the
report ages out the machine. For the first 3 days the asset is considered healthy, then for 4 days it is at risk, and finally
on the 8th day it is critical.
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SA Q

<

m

@ QD B3 0 @ O cmmgmmoson 0

E unitrends-internal 283 ISl
5 Kaseya Endpoint Backup -

Select Assets Healthy (Green) At Risk (Yellow)
Monitoring - e, e Y
07/20/2022 07/30/2022 =]

Lo BackupiiL ashboard-20 06 3 7

Introduction
Dashboard
Restore Status
Backup -
Profile
Jobs
Backup Status -
Summary View > Healthy asss

ets on 7/20/2022
N The asset is healthy for 3 days after The asset is at nisk for 4-7 days after The asset is critical 8 or more days
ListView the successful backup the successful backup after the successful backup
L

History

Restore -
File and Folder

Bare Metal

Configure - 2
B : The asset has one successful backup

Settings
Customer
Users
Assets

My Settings

To view backup history
Select Backup Status > History.
Select a customer or All Customers from the drop-down list in the customer context banner.
Select one customer for an overview of that customer's asset health and backup tasks.

Select All Customers for a quick overview of asset health and backup tasks across your entire Kaseya
EndPoint Backup environment.

(Optional) Modify the backup date range.

The maximum date range is 31 days. If you attempt to enter a range of greater than 31 days, the start
date or end date is automatically modified to include 31 days.

Asset health displays in the top graph. Hover over a bar in the graph to see the number of healthy, at risk, or
critical assets for a given day.
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Q B R D

< Select a customer or

All Customers

unitrends-internal

> Kaseya Endpoint Backup -

Monitaring - Select Assets Healthy (Green) At Risk (Yellow)
Introduction 07/10/2022 B9 < 07/20/2022 O 3 7
Dashboard Graph of asset health
Restore Status Healthy At Risk Critical

Backup - Enter date range

60

Profile L 50

Jobs TE 40
2 )

Backun Stats o Haver to view the # of healthy

ackul latus v N o o
g 20 at risk, or critical assets
Summary View 10
0
List View 07102022 07-11-2022  07-12-2022  07-13-2022  07-14-2022  07-15-2022  07-16- 172022 07-182022  07-19-2022
I History 40
Restore -

» Asset Details (empty - click a bar above)
File and Folder

Backup tasks display in the bottom graph. Hover over a bar in the graph to see the number of healthy (green),
failed (red), or in progress (blue) tasks for a given day.

<

i

>  Kaseya Endpoint Backup -

Monitoring - Select Assets Healthy (Green) At Risk (Yellow)
Introduction 07/10/2022 O % 07/20/2022 O ; ,;
Dashboard
Restore Status Healthy Al Risk Critical

80

Backup - 70

60

Profile L 50
Jobs g 40
< 30

Backup Status - 20

Summary View o
0
List View 07-10-2022 07-11-2022  07-12-2022 07-13-2022 07-14-2022  07-15-2022 7-16-2022 07-17-2022 07-18-2022 07-18-2022 07-20-2022
I History
Restore -

» Asset Details (empty - click a bar above)
File and Folder

Bare Metal
Graph of backup tasks
Caonfigure - Healthy Failure | n Progress
6000
Settings 07132022
5000 (K3 Wi Faiure: 96
Customer “
£ 4000
]
Users 2 3000 )
g Hover to view the # of healthy,
Assels é 2000 failed, orin progress tasks
My Settings » fooo
O Agent » 07-10-2022  07-11-2022 07122022 07-13-2022  07-14-2022  07-15-2022  07-16-2022  07-17-2022  07-18-2022  07-19-2022  07-20-2022
T2 Agent Procedures »
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(Optional) Enter custom asset health criteria. In the following example, assets are healthy (green) if there is a

successful backup in the last 2 days, at risk (yellow) if there is a successful backup in the last 3-5 days, and critical
(red) if there is no successful backup in over 5 days:

Backup tasks display in the bottom graph. Hover over a bar in the graph to see the number of healthy (green),
failed (red), or in progress (blue) tasks for a given day.

B uniendsinternal 383 MRS

Select Assets Healthy (Green) At Risk (Yellow)

07/10/2022 B < 07/20/2022 [m] 2 5
Leaitn A Critica Enter custom health criteria
a0
70
-
i At Risk- &
. 50 [
2 40
Z 30
20
10
0
2 )7 2 7-12-2 2 7-14-2022 1 2 7-16-202: 7-17-2022 7-18-2022 7-19-2022 7-20-2
» Asset Details (empty - click a bar above)
Healthy Failure | 'n Progress
600
500
2 -
2 o0
S 300
o 200
100
07-10-2022 07-11-2022 07-12-2022 07-13-2022 07-14-2022 07-15-2022 2022 071 22 7-18-2022 07-19-2022 7-20-2022

(Optional) Filter by asset:

Select Assets is not available when viewing All Customers. To filter by asset, you must first select a
customer.
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Select Assets Healthy (Green) At Risk (Yellow)
07/10/2022 0 = 07/20/2022 a v eph-2c -29 Backup |_Dashboard-2ecm s mm 15 3 7
Click to select assets
Health At Risk Critical

07-17-2022
[l Healihy: 2

07-10-2022 07-11-2022 07-12-2022 07-13-2022 07-14-2022 07-15-2022 07-16-2022 07-17-2022 07-18-2022

07-19-2022

» Asset Details (empty - click a bar above)

(Optional) Click a bar in the asset health graph to view asset details. In our example, the at risk assets on
07/16/2022 display:

. . @
E unitrends-internal 288

Select Assets Healthy (Green) At Risk (Yellow)
07/10/2022 B < 07/20/2022 (] 3 7

Healthy At Risk Critical

. 07-16-2022
5 WAL Risk 6 %—o
Click a bar in the graph

10
0
07-10-2022 07-11-2022 07-12-2022 7-14-2022 07-15-2022 07-17-2022 07-18-2022 07-19-2022 07-20-2022
9 Assets display in list
¥ At Risk assets on 7/16/2022
Task Protected
Asset Asset UUID Customer Enabled Latest Backup Actions
uuID Bytes
08 184-404b-b751- 0od Tue, Jul 12, 2022
uch-windows-10- o0szses G0 Enabled “s 6.03 KiB Elist

5 8f 0/ Burger 1:06 PM e/
v St-56/ 10 26- 0 ¥R (Optional) Click to iy ood Enableg  TUEJul12,2022 (Optional) Click to view
10033 6 ab view task details g Burger R s asem assets on the List View page

st-30-2 26~ ot be-4bBe-842f- . Good Sat, Jul 9, 2022 11:54 .
7a5fdeB6 B Enabled 33.87 MiB =List
22 8: e urger PM
W st27-L.2 = 26- Ofl Ace- Tue. Jul 12. 2022 M
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BackuplQ alerts

The UniView Portal (formerly known as Unitrends Backup Portal) has a conditional alarm feature that enables you to
set a threshold for how long a machine can go without a good backup. If the threshold is exceeded, an alarm is
generated and added to the Portal's BackuplQ Alerts list. You now have the option to integrate the UniView Portal
module and set up backup alerting for your Kaseya EndPoint Backup job tasks. For details, see "Working with your
BackuplQ integration".

Viewing restore status

The Restore Status page shows the results of restore job activity.

To view restore job status
Select Restore > Restore Status.

Select the customer whose jobs you will view.

W Dwv @ d@emmm

m

\[SA Q
<

C5  Kaseya Endpoint Backup -
All Customers.
Monitoring -

Select a Customer

Automation-Test
Dashboard c customer. Please select one from the context banner above

Bakers
Restore Status —0
Coffee Shop

Backup -

dev

Profile
Donut Shop —9
Jobs

Finance
Backup Status -

The Restore Status page displays the following for each job:
Job - Job UUID.
Target Asset - Asset where files were recovered.
Start Time - Date and time at which the job started.
End Time - Date and time at which the job finished.

Status icon - Job status: “® Running, ™= Success, Warning, or X Failed.
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dev

T D Kaseya Endpoint Backup -

Monitoring B Click a heading to sort by column
Machine ) Start ) -
Introduction Group Organization Task ID Job Typ Target Time End Time Status
Dashboard
Restore Status 0
I m File v-1-15 Mon, May Mon, May
s base myorg asopsiae  U2sfacasfiozaric & st cb ;4 2021 24,202 :
Backup - stagg-1 s yorg " 8b7a-a60a3f62cdd1 T T - e
Folder 199-149 2:48 PM 2:51PM
Profile
sone m File Mon, May Mon, May
d2sfacas-ff52-47fd- o ey
Backup Status - ~ 24,2021 24,2021
8b7a-a60a3fezcddl ~
. Folder 12:42 PM 12:45 PM
Summary View
sta, ) D305-CH | /50U 1852
List View Folder ke 2-199-32 PM PM
History
Restore - 1 93660943-73eb- B File Thu, Mar 18, Thu, Mar 18,
File . base myorg ¢59d68db 40e2-b3b4- & 2021 7:07 2021 9:29 x
ile and Folder sta
1ddds9do2726 Folder PM PM
Bare Metal
Configure -
W File Wed, Mar 3, Wed, Mar 3,
Settings v-1-13- N 6970070f-26d3-40fe- e ’
base myorg b5b1707f aca2-07d004c084ba & 2021 6:02 2021 6:05
Uoers - Folder PM PM
Assets 10/ page
Ny Setings 58a35587-56b4- Wed, Feb 2
Agent ba3e3e57 4976-hfa0- 10, 2021
D Agen ' 53a0e4ad605c
T8 Agent Procedures »
£ AntiMaiware » ¢
@} Antivirus »
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Chapter 7: Working with Customers, Assets,
and Users

Use the procedures in this chapter to manage customers, assets, and users, and to modify your user account settings.
See these topics for details:

"Working with customers"
"Working with users"
"Working with users"

"Working with your user account settings" - Use these procedures to change your password or enable login with IT
Complete.

Working with customers

Use these procedures to manage your customers:
"To view customers"
"To add a customer"
"To enable or disable a customer"
To view customers
Select Configure > Customer.
The Customer page displays the following for each customer:
Customer Name - Name of the customer. Click the name to edit.
Health - Overall asset health.
Assets - The number of Kaseya EndPoint Backup assets that have been added.
Offline - The number of registered assets that have not been online over the last 72 hours.

Enabled - Button indicating whether the customer is currently enabled: On indicates the customer is
enabled, Off indicates the customer is disabled.
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unitrends-intemal 283 IAESLIES

_.D  Kaseya Endpoint Backup -
Monitoring -
Introduction
o 38 of 38 Results

Restore Status

Backup - Customer Name Health Assets Offline Enabled m
) @ o
Jobs
Backup Status - After the horn test @ 0 0 On
Summary View
on
0 0 @ o
Bakers
0 0 on

Click a name to edit

Profile

Admin-renamed

0

Automation-Test

List View

Kistory

Restore -

Coffee Shop
File and Folder

Bare Meta dev 71% 201 190 (’) On
Configure -
Donut Shop @ C ( off
Settings
Customer Click here . N
I - - D 0 0 off
Users

(Optional) To modify the display, you can:

Show, hide, and reorder columns.
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QB % Pv Bz [ @ O smmemwcon [

L4
B unitrends-intemal 383 EIIETECRES
5 Kaseya Endpoint Backup -
Monitoring -
Introduction
Dashboard 38 of 38 Results
Restore Status 0\_
Backup hd Customer Name Health Assets offline Enabled T
Profile °
Admin-rer :d 39 38 n
e @D @,
Backup Status - Af omi . . .
Alicramemt | ist View Options on
Summary View
Autorr Te on
List View
Customize column visibility and order
History Bakers on
Restore A °
Coffee Shop M - n
File and Folder Shof . SEIeC' A" o
Bare Metal di Customer Name on
Configure - Health Check boxes to display columns, clear
Donut Shop boxes to hide columns, drag & drop to off
Settings Assets reorder columns.
Custor Aan
ustomer Finance Offline on
Users
IT Solutions Enabled on
Assets
My Settings ITGlue off
Restore Defaults i Cancel
[ Agent » Marketing on
20 Agent Pracedures »

Enter text in the Filter columns or Search keywords field to display only customer names that contain the
string you entered.

E (UUELEEAC I T All Customers

store —o Enter text string 2 of 38 Results

Customer Name Health Assets Offline Enabled m
Pet Store @ 0 0 E on
Record Store @ 0 0 (’) on

e Display is filtered to show only customers
containing the string you entered.

Click in the Filter columns or Search keywords, click Customer Name and select a customer to display a
single customer.
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B unirendsintemal 2S¢ [RANEIRCHES
_oEmm
|

38 of 38 Results

Gustomer Name —9

Health Assets Offline Enabled m
Admin-éi b
Ad{ arm-msmomt 39 38 @ o
At 0 0 @ o
Aut Coffeso 0 0 (’) Oon
Bal ot snop m 0 0 (’) on
Finance
cor .D 0 0 @ o
dev 71% 201 190 (’) On

E unitrends-internal 293 EUeIRGIUS

New Customer

Customer Name: Bakers x e imaE 10f 38 Results
Click to clear filter

Health Assets Offline Enabled m

Bakers @ 0 0 on

Customer Name

To add a customer
Select Configure > Customer.
Click New Customer.
Enter the customer name.

Click Save.
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@ ) De @ g @ & ma = ds.com

unitrends-internal

All Customers

T3 Kaseya Endpoint Backup -

Introduction
38 of 38 Results
Dashboard
Restore Status Customer Name Health Assels offline Enabled o
Backup -
Admin-re I New Customer On
Profile
Afio. 2. hor
Jobs ' @ o
Backup Status . P— Apex Corporation —e Enter customer name o
Summary View Bakers ﬁ On
List View
Coffee Shop On
History
Restare - d 7% 201 190 On
File and Folder Donut Shop [0% ] 0 ) off
Bare Metal
Finance [0+ ] 0 0 on
Configure -
IT Solutions m 0 0 on
Settings
Customer Tole o @ 0 C off
Users naarkatinn £ n n - ..

The customer is added.

@ ms > ds.com
<
B unitendsinteral All Customers
>  Kaseya Endpoint Backup -
Monitoring h ° Customer Updated Successfully
Introduction
Dashboard New Customer
Restore Status
39 of 39 Results
Backup -
Profile Customer Name Health Assels offline Enabled m
Jobs Admin-re” Wed @ 39 38 on
Backup Status -
E— Lo ) 0 0 on
Summary View
List View Apex Corporatjon D 0 0 on

History 0 0 - on
Restore - Bakers (0% ) 0 0 on

File and Folder

Coffee Shop @ 0 0 on

Bare Metal
Configure -
Settings

I Customer
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To enable or disable a customer

Once a customer has been disabled, no backup jobs are run for that customer. To resume jobs for the customer,
simply enable the customer.

Select Configure > Customer.
Locate the customer in the list.

Click the customer's Enabled button to enable or disable the customer.

\'SA QB Q@ 0v B L @ 6O dosssnscon [

<

ﬂ unitrends-internal "‘" All Customers
C>  Kaseya Endpoint Backup -

Introduction

Dashboard 39 of 39 Results
Restore Status
Backup - Customer Name Health Assets offline Enabled m
Profile —
Admi ed [ 45% ] 39 38 - on
Jobs
Backup Status - o tt @ 0 Click to enable off
Summary View
Apex Corporation @ 0 0 Oon
List View
History Auto st 0% ) Gl Click to disable [ on
Restore -
Bake D 0 @@ o
File and Folder
Bare Metal Coftee Shop @ on
Configure -
9 d 71% 203 90 on

Settings
off

©

Customer Donut Shop

Working with users

Use these procedures to manage Kaseya EndPoint Backup users:
If you do not see the Users page, upgrade the Kaseya EndPoint Backup TAP module to the latest version as
described in "Install the Kaseya EndPoint Backup TAP module " on page 7.
"To view users"
"To add a user"
"To modify a user's role"
"To change a user's password"

"To delete a user"
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To view users
Select Configure > Users.
The Users page displays the following for each user:
Email - User's email address.
Roles - User's role:

Tenant Admin - Administrator role with full access. Users with this role can perform all Kaseya EndPoint
Backup tasks.

Tenant Admin Read-only - Administrator role with read-only access. Users with this role can view
information and change their password only. These users cannot run other tasks or edit/update
information.

System Admin - Unitrends Support role, do not use.
System Admin Read-only - Unitrends Support role, do not use.
K1 Linked - Indicates whether this user account is linked to a KaseyaOne account:

indicates K1 is linked, which enables the user to log in to Endpoint Backup and KaseyaOne by using
single sign-on.

O indicates K1 is NOT linked. (The user must run the "To enable login with IT Complete" procedure to
link their Endpoint Backup and KaseyaOne accounts.)

Last Login - Date and time when the user last logged in to Kaseya EndPoint Backup.
Last Password Change - Date and time when this user's password was last changed.
Actions -

Click " to change the user's role (for details, see "To modify a user's role").

Click &~ to change the user's password (for details, see "To change a user's password").

Click I to delete the user (for details, see "To delete a user").
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SA QB ® Qv Bxs O @ 6 wesmmmson QY

<

D Kaseya Endpoint Backup -

Monitoring v
Intraduction
Email Rol K1 Linked Uailooin Last Password rction
Emai es nked ast Logir Actions
Dashboard 9 Change

Restare Status

- Tenant Admin Read- . Fri, Dec 2,2022 10:1
Backup » edward.smith@gmail.com ; R "
only AM
Backup Status -
Summary View Tenant Admin Read: - Tue, Nov 22, 2022 4:29
‘ ¢ nds.com @] - N
only PM
List View
History ) Tenant Admin Read . Mo
msp-or@williams-alerting com ‘ o)
only
Restore » ’
Configure A
R - Fri, Dec 2,2022 10:08
msp@williams-alerting.com Tenant Admin o] -
Settings AM
Customer
- N ~ Fri, Dec 2,2022 10:22
Mg 3.com Tenant Admin o] .
Users AM

To add a user
Select Configure > Users.
Click New User.
In the New User dialog:
Enter the user's email address.

Select a role: Tenant Admin (can perform all tasks) or Tenant Admin Read-only (can view information and
change their password only).

Do not select the System Admin or System Admin Read-only roles. These are Unitrends Support
roles.

Enter and confirm the user's password.

Click New User.
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Bz @ O mwmmmmnccon B

<

H williams' Alerting Services 283 IRUISEELES]
> Kaseya Endpoint Backup -

Intreduction

Last Password

Dashboard Email New User X Change Actions

Restore Status

e Te‘ |
Backup » i ends.com *Email:  edward smith@gmail.com 4 Enter email
Backup Status -
*Role: Tenant Admin Read-only _P«a\‘ Select a role
d

Summary View _ )
msp-or@williams-alerting.com
) l 5.55PM

List View Tenant: Williams' Alert

History
msp@williams-alerting.com

Restore » * New [ word
Enter and confirm password
Configure - 5
rd: v A

* CONfirm new password: | ssesesssssssensas on, Nov 21, 2022
402PM

Customer o
L oo A Jov 21,2022

Users.

sql st @unitrends.com
Settings

The user is added:

Q B ¥ Qv Ws [_:@ema_u!scmnm

@ User created successfully

B wiliams Alerting services 383 IEIIMECRES]
Monitoring »
Backup Status » NP

Email Roles K1 Linked Last Login Actions
Restore - Change

> Kaseya Endpoint Backup -

File and Folder

dward.smith@amail.com Tenant Admin Read- P Thu, Dec 1,2022 5:44
Bare Metal edward.smith@gmail.col anly o] oM
Configure M User is added
P Tant Admin Read- . Tue, Nov 22, 2022 4:29
Settings ['[g 5.c0m o] -
only PM

Customer

To modify a user's role
Select Configure > Users.
Locate the user and click its & icon.
In the Change Role dialog:

Select a new role: Tenant Admin (can perform all tasks) or Tenant Admin Read-only (can view information and
change their password only).

Do not select the System Admin or System Admin Read-only roles. These are Unitrends Support
roles.

Click Save.
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QB R Qv @5

<

> Kaseya Endpoint Backup -
Introduction
Email Roles K1 Linked Last Login Last Password Change Actions
Dashboard
Restore Status Tenant Admin Read- ~ Tue, Nov 22,2022 4:29
g Is.com (o] - %
only PM
Backup -
Change Role for g ds.com
Profile Tenant Admin Read-
msp g ns-alerting.com %
Jobs only
*Role
Backup Status »
Restore P msp@williams-alerting.com Tenant Admin
ena illiams’ Alerting Service:
Configure -
Settings S | ] hds.com Tenant Admin
- Mon, Nov 21, 2022
| Users. S tr.. Tenant Admin o] g
429 PM

To change a user's password
Select Configure > Users.
Locate the user and click its ¢ icon.
In the Change Password dialog:

Enter the new password in the New Password and Confirm New Password fields.

Click Save.

Q B @ 0Ov @ L.@ema_mmmn

> Kaseya Endpoint Backup -
Monitoring - -N!wUsﬂ

Introduction

mail Roles K1 Linked t n ast Password Chany Action:
Dashboard Email & i Last Logi L ord Change ctions
Restare Status Tenant Admin Read- . Tue, Nov 22, 2022 4:29

[+ nds.com ) 5 p -
Backup - . N only - PM
Frofile Change Password for g nds.com

- Tenant Admin Read-
msp-or@williams-alerting.com

Jobs : only
Backup Status » * New WO crrnrmmaen
Enter & confirm
Restora N msp@williams-alerting.com enant Admin o new password
# Confirm new password:  ssssssesses wor
Configure -
Settings sl St @maitrends.com Tenant Admin

I Users. g Str. Tenant Admin o]

To delete a user

Select Configure > Users.
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Locate the user and click its & icon.
In the Delete User dialog:
Type the word DELETE to confirm.

Click Delete.

QB e av

Bs O @ ema_mmmn

B  witiams' Alerting Services
3 Kaseya Endpoint Backup -

Monitoring -
Introduction
Dashboard Emai

Restore Status

Backup - edward smith@gmail com
Profile
Jobs

g0 s.com

Backup Status »

Restare »

Ccnngule hd msp-or@ .'.‘I”\El‘““fale\“tlng com
settings

Eustomer/o msp@williams-alerting.com
I Users

Pectio st @unitrends.com

Assets

My Settings

The user is deleted:

> Kaseya Endpoint Backup -

Monitoring »
Backup »

Backup Status » Email

Restore »

Configure - qf :nds.com

Settings Useris deleted

Customer msp-0"7 i-alerting com

Working with assets

Use these procedures to manage your assets:

"To view assets"

"To enable or disable an asset"

28s
LY Al Customers

Roles

Tenant Admin Read-

only

Tenant Admin Read-
only

Tenant Admin Read-

only

Tenant Admin

Tenant Admin

Roles

Tenant Admin Read

only

Tenant Admin Read-

"To delete an asset and/or an asset's backups"

UNITRENDS
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K1 Linked Last Login

Delete User “edward.smith@gmail.com"?

K1 Linked Last Login

O

i, Mon, Nov 28, 2022
O

(%) User deleted successfully

Last Password
Change

Actions.

Thu, Dec 1,2022 5:44

PM s

Alternatively, you may change

Last Password Change Actions

Tue, Nov 22,2022 4:29
PM

Mon, Nov 14, 2022
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"To promote an asset's next backup to a full"
"To run an on-demand backup of the asset"

To add an asset, simply install the agent as described in "Install the Kaseya EndPoint Backup agent ".

To view assets
Select Configure > Assets.
Select the customer whose assets you will view.
The following displays for each asset:

The VSA Machine ID, Machine Group, and Organization columns contain data for assets running Kaseya
EndPoint Backup agent version 1.4 or higher only.

Machine ID - VSA machine ID.
Machine Group - VSA machine group.
Organization - VSA organization.
Asset Name - Name of the protected asset.
Success Of Last 10 Tasks - Percentage indicating how many of the last 10 jobs completed successfully.
Last Seen - Date and time that the asset last checked in with Kaseya EndPoint Backup.
Enabled - Button indicating whether the asset is currently enabled:
On indicates the asset is enabled.
Off indicates the asset is disabled.
Deleting ALL indicates the asset and its backups are in the process of being deleted.
Deleted ALL indicates the asset and its backups have been deleted.
Deleted AGENT indicates the asset has been decommissioned.
Agent Version - Agent version running on the asset

Run Full - Button used to promote the asset's next scheduled backup to a full. See "To promote an asset's
next backup to a full" for details.

Run Once - Button used to run an on-demand backup of the asset. See "To run an on-demand backup of the
asset" for details.

Delete - Button used to delete an asset and/or the asset's backups. See "To delete an asset and/or an
asset's backups" for details.
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\SA

<

._ unitrends-internal 383 RS

> Kaseya Endpoint Backup -

Monttoring - e

Introduction

Dasfboard [ Bulk Installation ZSingle Installation

Restore Status

Backup - Success
Machine Machine Asset Last Agent
Profil 2 Organization of Last Enabled Actions
rofile D Group Name Seen Version
10 Tasks
Jobs
Backup Status - 1-7-staging-
~ ST § 09/29/2020 oif
Summary View 1-7-stal «de base myorg kdeb-br 15- 80% 1534
87
List View
History
; putmulti- 06/29/2020
umulti-blmsic base myorg 100% : .: on 27 ¢ _
Restore - p vers blosmiest-112 21:55 1.27.0 & Run Once
File and Folder
staging-kde- 06/15/2021
Bare Metal staging kdc-199 base myorg A 100% - on EEDE B
199-201 1722
Configure -
Settings stagingdcb-19- stag “deb- 07/07/2020
o base myorg - - 100% . “ @ on
Customer 2 199-206 11:33

Users /o
sta. dcb-19- stagiig kdchb- 09/29/2020
b base myOrg l 100% on _
p— 4 vorg 199-250 1533 & Run Once:

“«

(Optional) To modify the display you can:
Click . and enter a text string to filter by machine ID, machine group, organization, or asset name.

Click on a column to sort alphabetically (a to z) or numerically (O-n). Click the column again to reverse the
order.

Modify the number of rows per page.
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E unitrends-internal 284 IRECINEREY

[ Bulk Installation &&Single Installation

Click a heading to sort by column
Success
Machine Machine Asset Q Last Agent
a

Organization Of Last Enabled Actions
1D Group Name — Seen Version
asks

Filter by asset name

09/29/2020

1-7-stapmgidc base myorg 1534 off

petmultiblock base myorg ;ka,‘m” 2 100% Z:;'SZ;J'.ZDZ: @ on GRun Once
staging-kdc-199 base myorg T;a;‘izs_l-kdc- 100% 35‘;;"2021 ‘E) on 1.27.0 m & Run Once
;tagmqudc:fl . base myorg T?ﬂi;;:l b 100% ?:3:;‘:202: on ®Run Once

To enable or disable an asset

Once an asset has been disabled, no backup jobs are run for that asset. Backups continue to run for any other enabled
assets in the job. To resume jobs for the asset, simply enable the asset.

Select Configure > Assets.
Select the customer whose asset you will enable or disable.
Locate the asset in the list.

Click the asset's Enabled button to enable or disable the asset.
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. . .
€5 Kaseya Endpoint Backup -
Monitoring - 9

Introduction

Dashboard [ Bulk Installation & single Installation

Restore Status

Backup e Success
Machine Machine Asset of Last Last Agent
Frofile = Organization Enabled J Actions
ID Group Name 10 Seen Version
Jobs Tasks
Backup Status v
Summary View SE- 05/22/2022
! Al i hote-Sysa core marvel-cloud off m
" Y Server2016 @ prmrm—.
List View 6
Fistory Click to disable 3
brfu*kub-1-24 base myorg b ab-1-24 100% _ [) on 1.24.0
Restore - 10:51
File and Folder
uc 3a-215- 11/15/2021
Bare Meta uck=ga-215-39 root endpoint-backup 100% on 1.18.0
4 39 17:27 (,)
Configure -
Settings 11/15/2021
ucs ja2156 raot endpoint-backup uc. 132156 100% - @ on 1180
Cust 17:27
ustomer
Users
- 11/15/2021
I Assets uc ja215-8 root endpoint-backup ull a-2158 100% (r) on 1.18.0

17:27

To delete an asset and/or an asset's backups
Use this procedure to delete an asset, delete the asset's backups, or delete both the asset and its backups.
Select Configure > Assets.
Select the customer whose asset you will delete.
Locate the asset in the list and click its Delete button.
Select one of the following:

Decommission Endpoint - Select to decommission the asset. Once the asset has been decommissioned, the
asset is removed from jobs and you can no longer recover backups to the endpoint. (But you can recover
backups of this asset to another asset.) Existing backups remain stored in the Cloud, but no new backups will
run for this asset.

Purge Data - Select to delete this asset's backups from the Cloud. Data deletion may take some time
depending on the size. The next backup run for this asset will be promoted to a full.

Delete All - Select to decommission the asset and delete this asset's backups from the Cloud. No new
backups will run for the asset. The asset is removed from jobs and you can no longer recover files to the
asset.

Re-installing an agent on a decommissioned asset will register it as a new asset.

(Optional) If you selected Decommission Endpoint or Delete All, you can opt to use the Wait For Agent
Uninstallation option to uninstall the agent on the endpoint:
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Check the Wait For Agent Uninstallation box to ensure that the agent has been removed from the endpoint
before decommissioning the asset.

Wait For Agent Uninstallation requires agent version 1.11 or later. Do not check this box if the
endpoint is running an older agent or if the endpoint is no longer reachable. (You must manually
uninstall older agent versions.)

Leave the Wait For Agent Uninstallation box unchecked to decommission the asset without removing the
agent from the endpoint.

Click Delete.
\VSA QB R v B 5 @ O womgeson B
<

i i 20e

> KeseyaEndpointBackup  ~ Delete "SE-Server2016" _

Monitoring - 2
Introduction Agent Backups Metadata
pestboerd Decommission Endpaint [ Y4 single mstallation
Restore Status
Re  the agent from “SE-Server2016%. No naw backups will run 2nd no szt worea
Backup 1o installing an agent on this endpoint will registel S @ nes
Machine Machine o . T
Erofie p — rganization Asset Name
Jobs Purge Data (7 b} e\
Backup Status - s
Delete all bac 85t the Cloud. The next backup after deletion wil
A-Remote-Sys4 core marvel-cloud SEServer2016 -0t " e b Run Once c
Summary View e & full backy & some =nding on the size
List View I/I
s brer-kub-1-24 base myorg
istory yorg beremared e
pectore . Select be taken and o
options
File and Folder
ucha-21539 root endpoint-backup
Bare Metal Wait For Agent Uninstallation
Configure - The apy vil wait for canfirmation that the Endpoint Backup agent has been successful
— oot pointback 156 me fore proceaing with the rest of the uninstall process.
e - o0 endpointbackop 2155 5
Customer
Lsere cancel |§ Delete
ud 22158 root endpoint-backup Uolewa-215-8
I Assets

The Delete All or Decommission Endpoint procedure starts.

For Delete All, the asset's Enabled column contains Deleting ALL while the procedure is running and Deleted
ALL when the procedure is finished.

For Decommission Endpoint, the asset's Enabled column contains Deleted AGENT when the procedure is
finished.

If the asset's Enabled column does not change to Deleted AGENT, it is possible that the system
cannot connect to the agent or the endpoint is running an older agent version. Run Decommission
Endpoint again without selecting the Wait For Agent Uninstallation option. After the Decommission
Endpoint procedure is finished, uninstall the agent manually.
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Asset Name Success Of Last 10 Tasks Last Seen Enabled + Agent Version Actions

v-1-17-stII cb-part-2-195706 [ 0% ] 1240 [ tRrnpur |
Sam-Laptop 0% ] 1240 [ tRnFun |
Vv-1-16-sta i Hch-10mn 2 60% 07/24/2021 11:31 on 1240 [ Crunrun |
ggieb-190 114 60% 07/24/2021 11:30 on 1240 m

v-1-16-sta

To promote an asset's next backup to a full

Use this procedure to run a full backup of the asset during the next scheduled run. To use this feature, the asset must
be present in a job schedule.

Select Configure > Assets.

Select the customer whose asset you will promote.
Locate the asset in the list.

Click the asset's Run Full button.

Click Run Full to confirm.

QB R Oy @5 4 @ O cemmmuon [J

<
©5  Kaseya Endpoint Backup -
Monitoring - 2
Intraduction
Dashboard " " "
[ Bulk Installation &&single Installation
Restore Status
Backup - Success
Machine Machine Asset Last Agent
Organization Of Last Enabled Actions
Profile D Group Name seen Version
10 Tasks
Jobs
Backup Status - 05/22/2022
Summary View 2122
List View Queue Full On All Assets
09/27/2021 .
Restore - The next backup task ds-w2016-252 runs will be a Full Backup regardless of
File and Folder configuration. Full backups can take significantly longer to run than an incremental 09/27/2021 R
backup. It is recommended you maintain a strong network connection during this 100% 13.52 on 1.24.0 m
Bare Meta process. It is not recommended to run a full backup unless it is absolutely necessary.
Configure -
09/27/2021
Seftings 14:08 “
Cancel
Customer
09/27/2021
ses 100% : a0 EEEEE
10- 14:24 on 12 g
I Assels

My Settings

The asset's Run Full button changes to green, indicating that the Run Full job is pending. The job is queued as
soon as the asset checks in and runs if no other job is currently running for this asset.
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The button returns to blue once the job starts. Note that you cannot initiate Run Full for the asset if the button
is gray (asset is disabled) or green (Run Full job is pending).

To run an on-demand backup of the asset

Use this procedure to run an on-demand backup of the asset. An incremental backup runs unless promotion to a full is
required due to a configuration change. The job is queued as soon as the asset checks in and runs if no other job is
currently running for this asset.

Select Configure > Assets.

Select the customer.

Locate the asset in the list.

Click the asset's Run Once button.

Click Run Once to confirm.

QB Q@ Qv @3 § @ O cwmgewscon B
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it i 20s 1

C>  KaseyaEndpointBackup =

Monitoring v 2
Introduction
Dasnboard [ Bulk Installation &Single Installation
Restore Status
Backup - Success
Machine Machine Asset Of Last Last Agent
Frofile B Organization o Enabled 9 Actions
D Group Name 10 Seen Version
Jobs Tasks
Backup Status v 3
St ary Vi v-1-22-sta -
mmeryvien uch-windows- . o ko190 X — 02/28/2022 o 1220
ase myor delr199-pa s n 22 0e
List View 10-5 vorg . i 21:36
History
Restore - . Run Once
v11-1-stagimg-k ase myarg
Fie ana ol
Bare Meta A backup task will run on v-1-22-stagimg-kdmh-199-p@¥2 as soon as it checks in and is
not actively running another backup or restore tasks. An asset checks in once every 3
Configure - v1-12-1-smgmg base myarg minutes. This will not affect any other assets registered in the system

Settings

Customer
Run Once
Users /0 v112-stegmg-kd base myorg ﬁ 4

I Assets’
The asset's Run Once button changes to green, indicating that the Run Once job is pending. The job is queued as

soon as the asset checks in and runs if no other job is currently running for this asset.

The button returns to blue once the job starts. Note that you cannot initiate Run Once for the asset if the button is
gray (asset is disabled) or green (Run Once job is pending).

Working with your user account settings

Use these procedures to change your password or enable/disable login with IT Complete:
"To change your Kaseya EndPoint Backup password"

"To enable login with IT Complete from the My Settings page"
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"To disable login with IT Complete"

"To enable search by asset name"

To change your Kaseya EndPoint Backup password
Select Configure > My Settings.
Enter your old password.
Enter the new password.
Enter the new password again to confirm.

Click Change Password.

QB 2 Qv @Bxs @ O omsgeemescon BY

Change your password

C>  KaseyaEndpointBackup v

WMonitoring - * Old password: | eeeessenseeseeees —9 Enter old password
Introduction
# New passward: | sesesssssessssins
Dashbozrd
Enter and confirm new password
Restare Status
« Confirm new password: | ssessssssssssnsnns
Backup -
. 4 Change Password

Jobs
Backup Status v

Summary View Link your account

List View

History IT Complete % Link

Restore

Configure -
'VSA User Settings

Settings

Customer
Use Asset Names
Users

Assets /o

My Settings

To enable login with IT Complete from the My Settings page
Select Configure > My Settings.
Click Link.

If you do not see the IT Complete Link button, your organization has not been registered with IT
Complete. Register your organization as described in "Working with Kaseya EndPoint Backup
Settings" on page 129.
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\SA QB Q@ Qv Bs £ @ O omspmcon B
< ® a it fully linked with
Change your password 3 ccount successfully linked wi
IT Complete.
> KaseyaEndpointBackup v
Monitoring - + Old password
Intraduction
* New password
Dashboard

Restore Status
+ Confirm new password

Backup -

Frofile Change Password
Jobs
Backup Status -

Summary View Link your account
List View
Hist
o L. IT Complete 9— % Link
Restore >
Configure -
VSA User Settings
Settings
customer Use Asset Names
Users
| My Settings

To disable login with IT Complete
Select Configure > My Settings.
Click Unlink.
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< Change your password

C.>  Kaseya Endpoint Backup Sta.. ~

* —
Menitoring - 0ld password

Introduction
+ New password:
Dashboard

Restore Status + Confirm new password:

Backup -
Jobs
Backup Status -

. Link your account
summary View

List View e’_’_
o } — sUnlink
Restore L
Configure v
VSA User Settings
Settings
Custe
ustomer Use Asset Names
Users

Assets /0
I My Settings

The account link is removed and you are logged out of Kaseya EndPoint Backup.
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COemsssackup

or

s Log In with IT Complete

Help & Support | © Kaseya 2021

To enable search by asset name

A Kaseya EndPoint Backup asset is known as a machine ID in the VSA:
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By default, the Kaseya EndPoint Backup asset filters search by VSA machine ID (e.g.,
Mymachine001.groupname.myorg). To search by asset name instead:

Select Configure > My Settings.

From the Use Asset Names list, select Hostnames:
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Change your password

>  Kaseya Endpoint Backup. -
Monitaring - + Old password
Introduction
* New password
Dashboard
Restore Status

* Confirm new password
Backup -

profile Change Password
Jobs
Backup Status -

Summary View VSA User Settings

List View

Use Asset Names:

History
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Configure - Hostnames (Desktop0001) @
Settings N
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Users

Assets /o
I My Settings
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Change your password

>  Kaseya Endpoint Backup. -
Monitaring - + Old password
Introduction
* New password
Dashboard
Restore Status

+ confirm new password
Backup -

Profile Change Password
Jobs
Backup Status -

Summary View VSA User Settings

List View
Use Asset Names Hostnames (Desktop0001)
History

Restore >

Search by asset name is enabled

Configure -
Settings
Customer
Users

Assets

I My Settings

Asset filters contain asset names rather than VSA machine IDs.

Backup Status > List View example:
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Chapter 8: Working with Kaseya EndPoint
Backup Settings

Use the Settings page to view storage configuration and to manage integrations between Kaseya EndPoint Backup and
Kaseya modules.

See these topics for details:
"Viewing Kaseya EndPoint Backup settings"
"Working with your IT Complete integration"
"Working with your BackuplQ integration"

"Working with asset log storage"

Viewing Kaseya EndPoint Backup settings

To view Kaseya EndPoint Backup settings, select Configure > Settings. These settings display:
Storage Configuration area -
Region - The Kaseya Cloud region where backups are stored.
UUID - Unique identifier of your Kaseya EndPoint Backup instance.
Host Name - Cloud storage host name.
Alias - Cloud storage alias.

Integrations area - Shows modules that can be integrated with your Kaseya EndPoint Backup. If you see the
button, the module is not integrated. If you see the button, the module is integrated.

Asset Log Storage - Enable this feature to automatically upload asset logs to the Unitrends Cloud. @) indicates
log storage is enabled. indicates log storage is not enabled. For details, see "Working with asset log storage"
on page 149.
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<
ﬂ williams' Alerting Services
€D Kaseya Endpoint Backup -
Monitoring
Starage Configuration
Introduction
Dashboard
Restore Status Region: 107 1800 1 31ms
Backup - uuID: 74021 che 2 95£71F5
Profile .
Host Name: Williams Alerting Services
Jobs .
Alias: wWilliams Alerting Services
Backup Status -

summary View

List View

History Integrations

Restore -

File and Folder E IT Complete Module is NOT integrated &S Register

Bare Vetal Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through the KaseyaOne portal you

will have access to your account manager, billing, help desk tickets, Kaseya University classes, and more.

BackuplQ Module is integrated Runregister

Settings
cumm Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of powerful menitoring,
actionable insights, trouble ticket automation and much more.

Users

Configure -

Assets

My Settings Asset Log Storage Log storage is enabled
Agent »
, [55 Allow asset logs to be stored in the cloud. This feature aids support when troubleshoating issues by uploading the relevant error logs to the Unitrends Cloud automatically

-
29 Agent Procedures
L

Anti-Malware (deprecated)  »

Working with your IT Complete integration

Once your organization is integrated with IT Complete, users can opt to link their Kaseya EndPoint Backup user account
to their KaseyaOne user account to enable single sign-on. Once the account is linked, the user can simply click Log In
with IT Complete on the Login page to access Kaseya EndPoint Backup, without entering their Kaseya EndPoint
Backup credentials.

To integrate your organization, locate the IT Complete integration and click its IR button.
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<
Williams' Alerting Services
T2 Kaseya Endpoint Backup -

Monitaring -
Storage Configuration
Introduction
Dashboard
Restore Status Region: o - as
Backul - -
. vui 74932 SF71fs
Profile
Host Name: Will ng Services
Jobs
Backup Status - Alias: wWill ng Services
Summary View
List View
History Integrations
Restare -

i 4 )
File and Folder o IT Complete Click here & Register
Bare Meta) Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through

Configure - the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and
more.

Settings

Customer BackuplQ & Register

Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of Uniview or your VSA. Take advantage of

s powerful monitoring, actionable insights, trouble ticket automation and much more.

ssets
My Setlings

U N ITR E N D S Chapter 8: Working with Kaseya EndPoint Backup Settings

AKaseya company




132 Kaseya EndPoint Backup Guide
Release 1.30.2 | June 2023

Registered IT Complete to
Organization

<
E_ williams' Alerting Services 4% [IGUISECLES

T3 Kaseya Endpoint Backup -
Monitoring -
Storage Configuration
Introduction
Dashboard
Restore Status Region: 192,160 171 as
Backul - -
’ uuip: 74931 b IUE IR 7 505 £ 715
Profile
Host Name: Williams® Alerting Services
Jobs
Eackup Status - Alias: Williams® Alerting Services
Summary View
List View
History Integrations
Restore -
File and Folder ":" IT Complete Module is integrated Runregister
Bare Msta Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through
Configure - the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and
A more.
I Settings
Customer BackuplQ & Register
Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of
Assais powerful monitoring, actionable insights, trouble ticket automation and much more.
My Settings

To remove the integration, locate the IT Complete integration and click its button. Click Unregister again
to confirm. This removes the integration and all existing user account links to KaseyaOne.
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All Customers
T2 Kaseya Endpoint Backup -
Monitoring -
Introduction Storage Configuration
Dashboard
Restore Status Region: 192.1 71 as
Backup - .
vuiD: 74931chc LULI JLON BWE-8242595F71F5
Profile
Host Name:
Jobs
Alias: O Are you sure you want to delete your
Backup Status h organization's IT Complete registration?
Summary View All users in this organization will lose their IT
List View Complete link.
History Integrations
Cancel
Restare -
File and Folder E IT Complete Runregister
Bare Metal Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through
Configure - the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and
I Settings more
Gustomer BackuplQ & Register
Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of
oy powerful monitoring, actionable insights, trouble ticket automation and much more.
My Settings
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@ Successfully unregistered your
organization

E. williams' Alerting Services 4% [IGUISECLES

Storage Configuration

Region: SO il a5
uuID: 7493 5f71f5
Host Name: Will ng Services

Alias: wWill ng Services

List View
History Integrations

Restore
File and Folder ":" IT Complete Module is NOT integrated & Register
Bare Msta Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through

Configure the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and

. more.
I Settings

Customer BackuplQ & Register
Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of
Assets powerful monitoring, actionable insights, trouble ticket automation and much more.
My Settings

Working with your BackuplQ integration

After you have integrated BackuplQ, you can set up alerting for your Kaseya EndPoint Backup job tasks in the
UniView Portal. You use UniView Portal's conditional alarm feature to set a threshold for how long a machine can
go without a good backup. If the threshold is exceeded, an alarm is generated and added to the Portal's BackuplQ
Alerts list. If the UniView Portal has been integrated with a PSA system (BMS, Autotask, or ConnectWise), a ticket is
also generated in the PSA. Additionally, you may opt to receive email notifications for these alerts.

See these procedures for details:
"To integrate BackuplQ"
"To remove the BackuplQ integration"
"To set up BackuplQ alerts for Kaseya EndPoint Backup"
"To view BackuplQ alerts"
"To set up email notification for BackuplQ alerts"
"To dismiss BackuplQ alerts"

To integrate your PSA system with UniView Portal, see Working with Integrations in the UniView Portal Guide.
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To integrate BackuplQ

UniView Portal credentials are required for integration. If you have not received an email with credentials
from the UniView Portal Onboarding team, contact your Account Manager to get started.

A 1-to-1 UniView Portal to Kaseya EndPoint Backup relationship is enforced. (A Kaseya EndPoint Backup
instance can be linked to only one UniView Portal instance. A UniView Portal instance can be linked to only
one Kaseya EndPoint Backup instance.)

Locate the BackuplQ integration and click its button.

Bxs £ @ 6 cmm ascom |04

<
ﬂ LRGSR LT All Customers

€3 Kaseya Endpoint Backup -
Monitoring -
Storage Configuration
Introduction
Dashboard
Restore Status Region: 192.16 1995
Backu| - -
" uuip: 74931chc ] 59571F5
Profile
Host Name: Williams® Alerting Services
Jobs
Alias: ATRE 5 q 2
Backup Status - Williams® Alerting Services
Summary View
List View
History Integrations
Restore -
File al " IT Complete i
ile and Folder T pl RuUnregister
Bare Meta, Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through
Configure - the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and
. more.
I Settings
Customer BackuplQ Click here & Register
Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of
Assets powerful monitoring, actionable insights, trouble ticket automation and much more.
My Settings

Log in to your UniView Portal:

Enter the backup.net homerealm that was provided to you by the UniView Portal Onboarding team. Click
Next.
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UNIVIEW

Enter your
Your URL homerealm
s e

.me-backup.net

Help & Support | © Kaseya 2023

® Enter the username and password of your UniView Portal account. Click Log In.

UNIVIEVW

¢ ge-backup.net
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BackuplQ is integrated and the Kaseya EndPoint Backup Settings page displays:

QB @ Qv @ 0 @ O scmmsmscon [
<
B wiliams Alerting services 588 [RURSTEEIES
>  Kaseya Endpoint Backup -
Monitoring -
Storage Configuration
Introduction
Dashboard
Restore Status Region: 192.1¢ 71 a5
Backu| - o
’ vuip: 74931chc TT Somi T AAT595FT1FS
Profile
Host Name: Williams® Alerting Services
Jobs
Backup Status - Alias: Williams' Alerting Services
Summary View
List View
History Integrations
Restore -
File 2 It IT Complete m
ile and Folder J p Runregister
Bare Meta Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through
Configure - the KaseyaOne partal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and
. more.
I Settings
Customer BackuplQ BackuplQ is integrated Runregister
Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of
ik powerful monitoring, actionable insights, trouble ticket automation and much more
My Settings

To start receiving backup alerts, proceed to "To set up BackuplQ alerts for Kaseya EndPoint Backup" on page 139.
To remove the BackuplQ integration

Locate the BackuplQ integration and click its button.
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<
E Williams' Alerting Services
> Kaseya Endpoint Backup -

Monitoring -
Storage Configuration
Introduction
Dashboard
Restore Status Region: 192.1¢ 71 Ios
Backu| - .
" uuip: 74931chc I Soml AN ERATSOSFTLES
Profile
Host Name: Williams® Alerting Services
Jobs
Backup Status - Alias: wWilliams® Alerting Services
Summary View
List View
History Integrations
Restore -
File and Folder G IT Complete Runregister
Bare Metal Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through
Configure - the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and
B more.
I Settings
Customer m BackuplQ Click here Runregister
Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of
Assets powerful monitoring, actionable insights, trouble ticket automation and much more.
My Settings

2 Click Unlink to confirm.

EndPoint Backup

Do you want to unlink EndPoint Backup from
niview?

Unlink

Cancel

Help & Support | © Kaseya 2022

3 The integration is removed from Kaseya EndPoint Backup. Endpoint Backup alerts are removed from the
UniView Portal.
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(o) 1
vsA Q B ® Qv @5 0 C 6 = com [
<
B wiliams Alerting Services 588 RISTEGLES
D  Kaseya Endpoint Backup -
Monitoring -
Storage Configuration
Introduction
Dashboard
Restore Status Region: 192.1 31995
Backu| - -
: uuD: 74931cbc 2595F71F5
Profile
Host Name: Williams® Alerting Services
Jobs
Backup Status - Alias: Williams® Alerting Services
Summary View
List View
History Integrations
Restore -
File a 7 1T complete i
ile and Folder T pl Runregister
Bare Meta Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through
Configure - the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya University classes, and
. more.
I Settings
Customer BackuplQ Module is NOT integrated & Register
Users Connect to BackuplQ, our free intelligence engine, available via the Unitrends module of UniView or your VSA. Take advantage of
Assets powerful monitoring, actionable insights, trouble ticket automation and much more.
My Settings

To set up BackuplQ alerts for Kaseya EndPoint Backup

After you have integrated BackuplQ, use this procedure to set alert thresholds against the last successful backup.
When a threshold is crossed, an alert is added to BackuplQ, enabling you to quickly prioritize and address alarm
conditions.

You must integrate BackuplQ before running this procedure. For details, see "To integrate BackuplQ".

A UniView Portal superuser account is required to run this procedure.

Log in to your UniView Portal as a superuser:

Select the UniView module. (If you are running an older module version, select the Unitrends Backup
module).

If you have not integrated the UniView module, contact your Account Manager to get started.

Enter the username and password of your UniView Portal superuser account. Click Log In.
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UNIVIEVW

P ge-backup.net

db distmitrends.com —o

Password Forgot password?

2  Click the BackuplQ icon in the upper-right corner.

3 Click the @ icon.

UNIVIEW Dashboard  Stafus  Jobs  Organizations Click the BackuplQ icon
v Notifications Clear all
DaSh board 97@ Inventory full sync completed with 3 warning(s).
@ Dec 29 2022, 05:00 pm

w005
very Series Team

Appliances = Alerts A Low Space Appliances y-ee

A ~Afflina inA 2

4 Click to view global threshold settings for Backups.

Note:  Replication Offsite thresholds do not apply to Kaseya EndPoint Backup.
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UNIVIEVW Dashboard ~ Status  Jobs  Organizations

Avd X Notifications Clear all
DaShboard Global Thresholds Inventory full sync completed with 3 warning(s). °
@ Dex 5:00 pm
Backups
Appliances = "
5 Click to view global threshold
4 offline settings for Backups Replication Offsite
m Nov 72022, 05:01 pm

Active Jobs

(Required) Enter global threshold settings and click Save.

In this 1-hour example, a backup alarm is generated if the backup does not complete successfully within 1
hour of the job's scheduled start time.

A Kaseya EndPoint Backup customer is known as an organization in the UniView Portal.

Global threshold settings are applied to assets that are protected by a backup schedule and do not
have a custom threshold assigned. Global thresholds are applied across all organizations.

U N IVl E W Dashboard Status Jobs Organizations

\vd X Notifications Clear all
DaSh board Global Thresholds Inventory full sync completed with 3 warning(s). -
® D 0500 pm
@) Backups
Appliances = Alerts
A Time without successful backup
4 offline 104

hours Inventory full sync completed with 5 warning(s).

0 1 Nov 72022, 05:01 pm

\ LHR26( 002
Active Jobs Replication Offsi Mississippi Sax
b Ji Enter global External Storage: NFS is Offline
Job Name Appliance Assets Pr threshold settings m—g Aug 26 2021, 08:22 am

Backup Copy Regression-944S 3 — recovery-8032s [

(Optional) Add a custom threshold and apply to organizations:

Custom thresholds take precedence over global thresholds. Each organization can be assigned one
custom threshold.

Click Create New:
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UNIVIEW

Dashboard Organizations
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Dashboard

@

Global Thresholds

Backups

Notifications Clear al

Inventory full sync completed with 3 warning(s).

Appliances = Alerts ry Setie
- Time without successful backup
4 offline 104
days h Inventory full sync completed with 5 warning(s).
0 Noj 50
LHR2-6(
Active Jobs Replication Offsite
External Sterage: NFS is Offline
Job Name Appliance Assets Progre: Aug 26 2021, 0822 am
Backup Copy Regression-944S 3 el
Custom Thresholds
Backup Copy LHR2-6eieBnne 52000

Enter a title and threshold

(8 ] \V] \VAI=AVAVE

Dashboard Status Jobs Organizations

Dashboard

« Back

Custom Thresholds

Title

Notifications Clear all

Inventory full sync completed with 3 warning(s),

D 500 pm

Appliances = Alerts
4 offline 109
@D sackups
Nov7 5
Time without successful backup
i s LHR2-60
Active Jobs
0
External Storage: NFS is Offline
Job Name Appliance Assets Progre: Replication Offsi Enter threshold settings for Backups @
Backup Copy Regression-944S 3 — Time without successful replication
a nour
Backup Copy LHR2-6( oo 1
Backup Copy recovery-90! 0 1
Q
See All Organization 7 Threshold
Coffee Shop Rem
Donut Shep
Finance
Recent Jobs IT Solutions
ITGlue
frrET . Lexington Office Add
Marketing Add
Regression-9443 LOAD JOB ALL ASSETS 2
Regression-944S LOAD JOB ALL ASSETS 2

The custom threshold is added:
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UNIINIEWW Dashboard ~ Status  Jobs  Organizations

< Notifications Clear all
DaShboard Global Thresholds Inventory full sync completed with 3 warning(s) -
Dec 29 2022, 05:00 pm
@ @ sk
Appliances = Alerts
Time without successful backup
4 offline 109 hour
0 1 Nov 72022, 05:01 pm
ti t
Active Jobs Replication Offsite
External Storage: NFS is Offline
Job Name Appliance Assels Progre: m Jug 26 2021 08:22 am
Backup Copy Regression-944S 3 — recove
Custom Thresholds
] eate New . "
Backup Copy LHR2-6( 000 1 + Create Ne Inventery full sync completed with 17 warning(s).
Backup Copy recovery-90! 0 1

1 day Custom threshold is added [ENRSRNENY

After setting thresholds for backups, an alarm is generated if the threshold is crossed. These conditions are
checked: threshold settings, last successful backup, and backup job schedule.

The BackuplQ integration sends last backup information to the UniView Portal. BackuplQ alerting does not
begin for a given asset until the next successful backup runs (a successful backup must run after BackuplQ
has been integrated to enable alerting for the asset).

BackuplQ retains the last 90 days of backup status information received from Kaseya EndPoint Backup.
Backup alerts are generated for the last 90 days of backup activity.

When alarms are generated, they are added to the alerts list in BackuplQ, as shown in "To view BackuplQ alerts".

You can opt to also receive email notification of BackuplQ alerts. For details, see "To set up email
notification for BackuplQ alerts".

To view BackuplQ alerts

In the UniView Portal, click the BackuplQ icon. Alerts display below:
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UNIVIEW Dashboard Organizations

Notifications Clear all
DaSh boa rd One of the backup thresholds exceeded for one or more
assets.

@& <

Appliances = Alerts A Low Space Appliances
4 offline 109 2 Regressic
One of the backup thresholds exceeded for one or more
assets.
Active Jobs gmplete
Alerts display in list an13,01:02am ~
236 Organization
Job Name Appliance Assels Progress Duration
Backup Copy Regression-3448 3 0o:00:12 18r2 Backup was not completed within 1 hour(s) threshold.
 name belov
Backup Copy LHR2-6(ialid 70800 1 00:00:08 P

Backup Copy recovery-90 00 1 - ) __‘ bk-deb10-latest

IanNR 120 NR 12n 07 Ion 02 fan

(Optional) Click? to filter the alerts list by organization:

A Kaseya EndPoint Backup customer is known as an organization in UniView Portal.
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© O @ O swangaie. KO

Click here

Clear all

Notificatioris

Backup was not completed within 1 hour(s) threshold.

@&«

Admin-renamed

ws-ka-10168

Backup was not completed within 1 hour(s) threshold.

uch-windows-10-

Backup was not completed within 1 hour(s) threshold.

uch-windows-10-

Backup was not completed within 1 hour(s) threshold.

v-1-25-staging-

Backup was not completed within 1 hour(s) threshold.

oy 71

v-1-27-glerting-release-2 J9-21 m21-

51

Backup was not completed within 1 hour(s) threshold.

v-1-28-alerting-release-2 09-21

53

Backup was not completed within 1 hour(s) threshold.
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Select an organization from the Organization list. (To clear the filter, select All from the Organization list.)

Click X to exit.
hs  Organizations @ [: @ g dbmmmmpemitre... 3
ﬁ e—x Motifications Clear all
QOrganization
@ | Admmin-re d 9 | Backup was not completed within 1 hour(s) threshold.
~, Sep 22,0749 am
@ \o Select an organiization
Admin-r d
m waka-10168
List is filtered

To investigate why a backup did not complete successfully within the target threshold, view the asset's last
backup in Kaseya EndPoint Backup (for details see "Viewing backup status".)

To set up email notification for BackuplQ alerts

Unresolved alerts display in the BackuplQ alerts list. If you have integrated UniView Portal with a PSA system (BMS,
Autotask, or ConnectWise), a ticket is also generated in your PSA. Additionally, you may opt to receive email
notifications for these alerts. Use these steps to set up email notification:

To integrate your PSA system with UniView Portal, see Working with Integrations in the UniView Portal
Guide.

In the UniView Portal, click Settings:

UNIIVIEVW Dashboard ~ Status  Jobs  Organizations

Dashboard AH

On the Settings page, select the Alerts view.

Scroll down to Email Settings. Enter the email address and click Add Email. Repeat to add another address.
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U N |V| EW Dashboard Status Jobs ‘Organizations

Settings

Alerts wo Users Scopes APl Access

Alert Categories

Password changed
Reboot required
Replica failures
Ransomware

Email Settings —9 Scroll down to Email Settings
Alerts generated by our system will be sent to the following addresses:

db . ds.com Add Email 4
Email
\9 Enter email address

pda e ends.com t’[

Upon adding one or more email addresses, alerts are emailed to the specified addresses.

Once the alert condition has been resolved, UniView Portal automatically removes the alert from BackuplQ
and emails notification that the alert has been dismissed.

To dismiss BackuplQ alerts

Once an alert condition has been resolved, UniView Portal automatically removes the alert from BackuplQ. You can
opt to manually dismiss alerts by using this procedure.

Dismissing an alert does not resolve the alert condition. If the alert condition still exists, a subsequent
alert will be generated.

Log in to the UniView Portal.

Click the BackuplQ icon to display alerts.

(Optional) To dismiss a single alert, click its X icon.

(Optoinal) To dismiss all alerts, click Clear all.
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UNIVIEVW Dashboard ~ Status  Jobs  Organizations Click to view alerts @ [j C?) 9 dbemmiifmmitre...

NEGEEEE Click to dismiss all alerts Clear all

v
DaSh board @ Backup was not completed within 1 hour(s) threshold.
® Sep 22, 07:49 am
d
Appliances = Alerts A Low Space Appliances 10168
4 offline 109 2 .
Backup was not completed within 1 hour(s) t X
Sep 21, 03:49 @
Click to dismiss one al
Active Jobs Completed Jobs uebindons-10-
" . Backup was not completed within 1 hour(s) threshold.
Job Name Appliance Assets Progress Duration 236
Sep 21,0319 p
LHR2-6/ )0- d
Backup Copy — 1 00:00:32 157.3 web-windows-10-

(Optional) To dismiss one organization's alerts:

Click /.

Click here ? Motifications Clear all

Backup was not completed within 1 hour(s) threshold.

Sep 22, 07:49 am

@ &

Backup was not completed within 1 hour(s) threshold.

Select an organization from the Organization list.

Click Dismiss.
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bs  Organizations @ [: @) 9 dboemgeitre.. Y

V m e—x Notifications Clear all
QOrganization

Backup was not completed within 1 hour(s) threshold.

| Admin-ri 2d
07:49 am

~ Sep 22
® \o Select an organiization

Admin-r d
9 wa-ka-10168
List is filtered
Click to dismiss all alerts for the
selected organization

Working with asset log storage

Enable this feature to automatically upload your assets' error log files to the Unitrends Cloud. Error logs provide
valuable troubleshooting information you can use to address Kaseya EndPoint Backup issues. Once logs have

been uploaded, you can download and review them in just a few clicks— and easily send an error log .zip file to
Unitrends Support so that issues can be resolved quickly.

v|

The asset log feature applies to assets running Kaseya EndPoint Backup agent version 1.30 or higher. Once you
have enabled the feature, logs are uploaded as tasks complete for assets running the 1.30+ agent. (To upgrade
the agent on your assets, see "Install the Kaseya EndPoint Backup agent ".)

Logs are stored in the Unitrends Cloud for 60 days. Logs older than 60 days are automatically purged from
Unitrends Cloud storage.

See these procedures for details:
"To enable asset log storage"
"To download and view asset logs"
"To disable asset log storage"

To enable asset log storage

Locate the Asset Log Storage and click its button.
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QB R 0s @is 4 @ O mupmmon [

%
B unitrends-interal amed
> Kaseya EndpointBackup  +
Monitoring -
I Storage Configuration
Dastbaard
Restore Status Reglon: uel ng-storage.backup. net:4dd3
Backy .
4 wui: 09110cc2-0 a5-6aladad67ass
Profile
Host Name: den-ltr-dzc-612 £1b
dabs
Alias:
Bk s . den-ltr-dzc-612 £1b
Summary View
List View
History Integrations
Restore -
File and Fold @ 1T complete RUnreg
ile and Folder & Pl inregister
Bere Metel Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya
GConfigure - University classes, and more.
= e
Customer Cannect to BackuplQ, our engine, available via module of UniView or your VSA. Take ge of powerful manitoring, ights, trouble ticket automation and much mare
Users
Assets
Asset Log Storage
My Settings
Click here
Agent »
9 Allow asset logs 1o be stored in the cloud. This feature aids support when troubleshooting issues by uploading the relevant error logs to the Unitrends Cloud automatically.
29 Agent Procedures »

\5A QB ® @5 @15 0 @ O mussieimsson [

<
B  unitrends-internal amed
€ Kaseya Endpoint Backup -
Monitoring v
cueton Storage Configuration
Dashbaard
Restore Sttus. Region: e ing-storage.backup.nat:443
Backup - e
: 09110e€2-0 a5-6alada067ass
Profile
Host Name: den-ltr-d2e-612 £1b
Jobs
Allas:
— - den-ltr-d2e-612 £1b
Summary View
ListView
History Integrations
Restore -
File and Fola (1T Complete Runreg
ile and Folder & Pl inregister
Bare Metal Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-0n with all your Kaseya modules. Through the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya
Configure - University classes, and more.
Settings 1] BackuplQ S Reglster
Gustomer Connect to BackupiQ, our engine, available via module of UniView or your VSA. Take powerful monitoring, , trouble ticket automation and much more.
Users
Rssets s
Asset Log Storage P
My Setiings Log storage is enabled
O agent » -
Allow asset logs 1o be stored in the cloud. This feature aids support when troubleshooting issues by uploading the relevant error logs to the Unitrends Cloud automatically.
93 agent Procedures »

To download and view asset logs

Logs are downloaded from the Task Details dialog. Access the Task Details dialog from either of these pages:
Backup Status > List View or Restore Status. See "Backup Status > List View Example" or "Restore Status
Example" for details.

Backup Status > List View Example

On the List View page, locate the asset and click its Task link.
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\SA

QB R O B O @ O ow 105 com
<
B unirendsintemal 28 [EELUEEET]
€ KasoyaEndpointBackup  ~
Monitoring - Select Assets
292022 O 3 12/06/2022 O
Introduction
Dashbosrd
Avg
Restore Staus Machine Last File Protecte
Organization MachineD  Asset Status Duration  Transfer  Job Profile Start Time EndTime  Task
Group Backup Count d
Backup - Rate
profile
= User
Jobs opelERd oot ws-ka e KAI008 s 1796 asom 12 1834 Tejas . Sun,Dec4,20221026  Sun,Dec4,2 5a38044
s prop 10168 " minutes  Mbiv's Test PM PM a
Backup Stats - Profile
Summary View
= User
e -k 8561 T Fii, Dec 2, 2022 10:26 Fri,Dec 2,20 00bdad4
propetimmd  root ki WSKA10168 19 days 20076 47768 anhour ejea Folder Lyt i pec
Histon 10168 Mbits Test PM PM b
y Profile
Restore -

In the Task Details dialog, click Download Logs. A .zip file of the asset's recent logs is downloaded.

\SA

Q B ¥ @s Bis A @& O mu ads.com
<
€ KaseyaEndpolntBockip  ~
Moritoring - Selont Aesate
T2sr2022 B 91
Intaducton Task Details
Dashbonrd
Restore Status Machi
Organization ofile StartTime EndTime  Task
Growp  asset
Backup -
protie agumtversion
e User
sobs SunDec4,20221026  SunDec,2 5a380d4
propemad oot der PM PM 9
Sackup Status - ofile
Summary View
User
Listview compativi profile Fii,Dec2,20221026  Fri,Dec2,20 00bdddd
popesmmd  root < der - o e
History e ol
restore . customer id
158615
User
flesnarolder ThuDec1,20221025  Fri,Dec2,20 775200d
propatmimid oot Ider
Bare Metal PM M 4
ofile
Contgure -
Setings User
Wed,Nov30,20229:14  Wed, Nov30 6730b5a
propelmsmad oot Ider
Customer PM M ¢
ofile
Users
Assets u
T o TUeNOv2S, 2022973 TueNovzs, f6ldzl
My Setings propcild  foot el PM M 1
O gen , SR _9 Logs are downloaded to zpfile ool | x
28 pgem Procedues )

To view logs, open the .zip file and extract the log files.

+ | ¥ + | Downloads

- [m} x
Home Share View o
= « 4 ¥ 5 Thi. » Do » v | O Search Downloads
" Name Date modified Type Size ~
~ 3k Quick access

I Desktop v Today (3)

$ Downloads < 98316_1669913195_7951dch9- c5d4-46c9-9cB4-0a06b73c87c5
7 R 98316_1669913195_7951dch69-c5d4-46c5-9c84-0a06b73c87c5

= Documents
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s + | 98316_1669913195_7931dc69- c5d4-46c9-9cB4-0a06b 73875

“ Home Share View

« v 4 <« Do.. » 98316.. v | B Searc

Mame
# Quick access
C_-PCBP- Logs.dir adapter_1

B Desktop
C_-PCEP- Logs.dir adapter_2
¥ Downloads C_-PCBP- Logs.dir adapter 3
&/ Documents C_-PCBP- Logs.dir adapter 4
= Pictures C_-PCBP- Logs.dir adapter_5
Cloud-Backup C_*PCBP* Logs.dir agentconfig_1
Image-replicas C_+PCBP- Logs.dir agentconfig_2
MSP-Portal C_-PCBP- Logs.dir customlnstall

C_-PCBP- Logs.dir d2c_backup_1
C_-PCBEP- Logs.dir d2c_backup 2
@ OneDrive C_-PCBP- Logs.dir d2c_backup_3
C_-PCBP- Logs.dir d2c_backup_4
C_-PCEP: Logs.dir d2c_backup_3

recover-exchange

@ OneDrive - Persenal

" This PC C_-PCEP: Logs.dir d2c_restore_1
¥ 3D Objects C_-PCEP: Logs.dir d2c_service_1
B Desktop C_-PCEP: Logs.dir d2c_service_2
= Documents C_-PCBP- Logs.dir d2c_service_3
C_-PCBP- Logs.dir d2c_service 4
¥ Dounloads C_-PCBP- Logs.dir d2c_service 3
b Music C_-PCBP- Logs.dir d2c-legger-locklock
&=/ Pictures v €
266 items

Restore Status Example
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Type Size

Text Document
Text Document

Text Document

Text D
Text Document
Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document
LOCKFile

On the Restore Status page, locate the recovery task and click its Task ID link.

B 2 B» L
<
unitrends-internal
C>  Kaseya Endpoint Backup -
Menitoring - Target
- Machine Start -
Introduction Machine Group Organization Task ID Job Type Target Time End Time Status
D
Dashboard
I Restore Status o Saecil 2 Wi \ Wi N
Session: 0914a2dd- Wed, Nov Wed, Nov
Vs . sassony (TB008352104-4881-6961- Clgare > o i
- bas: Q 75358¢e€7 -Jbe5-88ec- 30,202 0, 202
Backup staw-1 ase myorg S8ee 47c09d3fb929 Metal 032e-4be5-88ec 30,2022 30,2022
: 49e1a1772dod 747 AM 7:47 AM
Profile

In the Task Details dialog, click Download Logs. A .zip file of the asset's recent logs is downloaded.
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B 2 0:
<
€5  KaseyaEndpointBackup  ~ Task Details
Manitoring M
Introduction
Dashboard asset backup_config
Restore Status
agent_version after_command
Backup - . . s
1e.6.9.2 N
Profile
agent_version_cloud application_type
Jobs "1.20.8" FILE”
Backup Status -
asset_uuid backup_type
Sumimoy View “27¢5@88c-di. (L0 LW3c-3cbbdeacf2s1” “INCREMENTAL"
List View compatible_profile before_command
History true -
Restore - customer_id block_size
File and Folder 158415 1024
gare Metal delete _state config_id
Gonfigure . "NODELSTATE" 369159
Setiings enabled data_type
true "SYSTEM"
Customer
- id delay_after_sync_seconds
67217 o
Assets
job_uuid file_selections
My Settings
"3f896853-2104-4881-b961-47c89d3fb920" { "exclusions": null, “inclusions”: null, "path_type™: "NOPATHTYPE" }
0 Agent 3
last_known_state name
231 Agem Procedures L4 "REGISTERED" "System State”
AL Anvimdahwars denranstadl &
8316_1660812458..zip A~ _g Logs are downloaded to _zpfile
To view logs, open the .zip file and extract the log files.
¥ Y = Extract Downloads _ O %
“ Home Share View Compressed Folder Toals o
« + o % » Thi.. » Downl. v O Search Downloads
A MName Date modified Size ~
# Quick access
v v (113
B Deskiop Today (11)
& Downloads <. 98316_1669812458 75358ee7-edd1-43ec-a89%- 5cd5f09c4b17 WinZip File 21KB
Logs.dir adapter_1 Text Document 5KB
— Documents
Logs.dir key_manager key_manager_1 Text Document 1 KB
Pictures
= Logs.dir- WEPS_1 Text Document A3 KB
Cloud-Backup Logs.dir pcbp Text Document 1KB
Image-replicas L(X_] files Logs.dir- d2c_restore 1 Text Document 4KB
MSP-Portal Logs.dir key_manager- key_manager_0 Text Document 1KB
recover-exchange Logs.dir WBPS_0 Text Document 1KB
Logs.dir- d2c_service 1 Text Document 1KB
® OneDrive Logs.dir d2c_service_2 Text Document 32 KB
@ OneDrive - Personal Logs.dir d2c-logger-lock.lock LOCKFile 0KB

To disable asset log storage

Locate the Asset Log Storage and click its @ vutton.
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QB R O B 0 G O m I |

%
B unitrends-interal Adr " amed
©  Mesps EndpointBaciip  ~
Monitoring -
I Storage Configuration
Dastbaard
Restore Status Reglon: uel ng-storage.backup. net:4dd3
Backy .
4 wui: 09110cc2-0 as-6aladag7ass
Profile
Host Name: den-ltr-dzc-612 £1b
dabs
Alias:
Bk s . den-ltr-dzc-612 £1b
Summary View
List View
History Integrations
Restore -
e and Fold (& 1T Complete e
ile and Folder & Pl inregister
Bere Metel Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-On with all your Kaseya modules. Through the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya
GConfigure - University classes, and more.
= socc
Customer Cannect to BackuplQ, our engine, available via module of UniView or your VSA. Take ge of powerful manitoring, ights, trouble ticket automation and much mare
Users
Assets
Asset Log Storage
My Settings
Agent »
9 [©) Allow asset logs to be stored in the cloud. This feature aids support when troubleshooting issues by uploading the relevant error logs to the Unitrends Cloud automatically.
29 Agent Procedures »

(o} @ 0Os Bis O @ O mw S |
<
unitrends-intern amed
€ Kaseya Endpoint Backup -
Monitoring v
cueton Storage Configuration
Dashbaard
Restore Sttus. Region: o ng-storage.backup. net 443
Backup - e
: 09110e€2-0 a5-6aladags7ass
Profile
Host Name: den-ltr-d2e-612 £1b
Jobs
Allas:
— - den-ltr-d2e-612 £1b
Summary View
ListView
History Integrations
Restore -
File and Fola (1T Complete Runeog
ile and Folder & Pl inregister
Bare Metal Connect your organization to the KaseyaOne Portal to enable IT Complete Single Sign-0n with all your Kaseya modules. Through the KaseyaOne portal you will have access to your account manager, billing, help desk tickets, Kaseya
conigurs = University classes, and more.
Settings BackuplQ S Reglster
Gustomer Connect to BackupiQ, our engine, available via module of UniView or your VSA. Take powerful monitoring, , trouble ticket automation and much more.
Users
Rssets s
Asset Log Storage _
My Settings Log storage is disabled
O agen »
‘Allow asset logs 10 be stored in the cloud. This feature aids support when troubleshooting issues by uploading the relevant error logs 1o the Unitrends Cloud automaticaly.
93 agent Procedures »
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Chapter 9: Cooper Insights in KaseyaOne

The Cooper Intelligence Engine provides insights based on telemetry gathered from your module usage. These insights
are designed to help you get the most out of your Kaseya modules. Insights let you know about features that drive the
most value for your business and guide you toward following industry leading best practices.

To receive insights from Kaseya EndPoint Backup, your Kaseya EndPoint Backup and KaseyaOne user accounts must
be linked. If you are using the Login with IT Complete single sign-on feature, you're all set. If not, run the "To enable
login with IT Complete" procedure to set up single sign-on.

For more on KaseyaOne and Cooper Insights, see KaseyaOne and FAQs - Cooper Intelligence Engine.

Haven't used KaseyaOne? It's free! Contact Support to get started.

Insight details

Kaseya EndPoint Backup includes these insights:

Insight .
Summar Triggers Excludes
Name y €
Recovery Complete recovery testing at | No restores in > 90 days for a Insight does not apply to:
drills all your customer sites given customer

Disabled customers
Disabled assets

Systems without valid

backups
Backup Ensure backups are Asset has agent installed but is Insight does not apply to:
coverage configured and running on all | not part of a job. Not taking )
Disabled customers
systems backups.

Disabled assets

Deleted/decommissioned
assets

Recently installed assets (<
7 days)

Our goal with these insights is to:
Ensure that your assets are always protected.

Ensure that you are adhering to industry best practices by conducting recovery tests for all the organizations you
support.

These insights are just the beginning — stay tuned for more Kaseya EndPoint Backup insights in upcoming releases!
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Working with Cooper Insights in KaseyaOne
To view and manage insights:
Log in to KaseyaOne and select Cooper.

Active insights display in the To Do list.

amn
CaseyaOne L @ ©vemem i
& Home
Scoreboard
& Home Cooper
@ Biling & Subscriptions Here to provide you with daily insights on how you can optimize your business
W Cooper
2 Support 1 ToDo 16  Completed 21 Archived 2 53 0/
— (o]
dmin Settings
Active iinsights display Keep it up! &
IT Camplete Community Your Insights in To Do list 5
You need to test your backups!
It's been 90 days since you've completed recovery testing for some of your organizations.
Completed Remaining
EndPoint Backup
Module Completed
Careful! Backups aren't configured to run on some of your endpoints.
You are not fully protected. You've installed agents but until they are added to a job, critcal data s left unprotected Passly o2
mylTprocess 013
EndPoint Backup
compliance Manager 5/5
Network Detective Pro o/4
Maximize training engagement with ‘Custom Domains’
Vulscan 3/4
The new BullPhish ID custor domains functionality is a highly requested feature that will allow you to use you own domain or your customers' domain as a
sending domain for security awareness training campaign emails, thereby improving campaign deliverability to end users. With this feature enablement, Spanning Google Workspace 22
Spanning Microsoft 365 272
2% My Account Team BullPhish ID Cooper o/d
Marketo Sync BullPhish ID 172
Account Manager Stop the Manual Report Generation Madness! Let Network Detective Pro's automation do the work! VSA 374
2 Juliet forte( co Your Network Detective Pro subscription includes a powerful Report Automation Server (we call it Reporter, for short), that's designed to save you a ton of Graphus 22
time when it comes to generating reports on a recurring basis. You decide what reports to generate, how frequently you want them generated, and even.
EndPoint Backuo 02

Click an EndPoint Backup insight.
Review insight details. Do one of the following:

Click the action button to address the insight (Jump to the Endpoint Backup recovery page in our example).
OR

Click Skip For Now to move the insight to the Archived list.

To address the recovery drills insight, run one test recovery for each of the customers listed in the
insight details (customers Good Burger and Miami Specialist Lab in our example).

To address the backup coverage insight, run backups for each of the assets listed in the insight details.

You can also opt to disable customers, disable assets, or delete/decommission assets to remove them
from the insight.
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1KaseyaOne O @ O vmsommme

Home.

You need to test your backups!
Feee Cooper y p

w
w
B Billng & Subscriptions Here to provide you with daily insights on how you can optimize your business.
w

EndPoint Backup e
Cooper

Support Tobo & Completed 21 Archived @& Each organization can have unique challenges that can put

Admin Settings restores at risk. Network troubles, storage issues and more can be
identified proactively when performing test restores. Ensure you're
ready to recover in an emergency by performing a test restore for
each of your organizations at least every 90 days. The following
organizations still have not completed a test restore: Good Burger,

IT Complete Community Your Insights =

@ How to add and manage KaseyaOne user accounts Miami Specialist Lab
Invite your employees to Kasey: 1l the great ncluded
Cooper Watch This Video

@s) EroPoint Backup Restoration - Easy Data Recovery Testing

Sy O
You need to test your backups!

Its been 90 days since you've completed recow

y testing for some ofyour organizations: o Click the insight to view next stej
e UNITREND

»Kaseya

Careful! Backups aren't configured to run on some of your endpoints.

You are not fully protected. You've installed agents but unti

are added toa job, critical data is left unprotect

25 My Account Team IS Articles For You

Markmsmsigne
Account Manager Maximize training engagement with ‘Custom Domains’

[T —— The new BullPhish ID custom domains functionalty is a highly requested feature that will allow you to use you own domain or your customers' domain as a Jump to the Endpoint Backup recoverypage RS

Click to adress insight 3

[@ Perform aData Re or skip for now

sending domain for security awareness training campaign emails, thereby improving campaign deliverability to end users. With this feature enablement,

When the insight condition is resolved, the insight moves to the Completed list.
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Chapter 10: Upgrading to the Latest Release

To upgrade to the latest release:
Install the latest TAP module as described in "Upgrading the Kaseya EndPoint Backup TAP module".

Install the latest agent on all protected assets as described in "Upgrading the Kaseya EndPoint Backup agent".

Upgrading the Kaseya EndPoint Backup TAP module

Use this procedure to upgrade the TAP module. The instructions are slightly different depending on whether you have a
SaaS or on-premise VSA instance:

If you are using VSA on-premise, run all steps in the procedure.
If you are using VSA SaasS, step 3 is not needed. Skip this step in the procedure.
To install or upgrade the Kaseya EndPoint Backup TAP module

Go to https://direct.backup.net/download/kaseya_endpoint_backup.vsaz and download kaseya_endpoint_
backup.vsaz to your workstation.

Log into the VSA instance.

Do not use a VSA URL that includes -cdn. Use the URL that goes directly to your VSA server instance.

On-premise instance only - Select System > Server Management > Configure and make sure you have checked
this box: Enable Third Party App Installation Globally.
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<

&b System _0 - Version Numiber: 9.5.0.2

Installed Patch Level: 9.5.0.23

User Settings »

Available Patch Level: 9.5.0.23 Last Checked On: Wed Oct 2 18:28:11 EDT 2019 Check Latest Patch Level
System Preferences »

Fatch Re MWotes and Installation Instructions
User Security »

Urgs/Groups/Depts/Staff ’ #| Warn if the server can not get data from http:/fvsaupdate. kaseya.net.

Server Management - #| Warn when the license reaches the maximum number of seats.

Data

R

Configure

Default Settings
¥| Reload sample scripts with every update and database maintenance cycle
License Manager ¥ Reload sample event sets with every update and database maintenance cycle

¥| Reload sample monitor sets with every update and database maintenance cycle.
Import Center

System Log

L Poli rd Automatically redirect to HTTPS at logon page.
ogon Folicy | Enable VSA API Web Service.
Outbound Email 9— ¥| Enable Third Party App Installation Glaobally.
#| Enable Invalid Patch Location Notifications.
OAuth Clients [ =Te el0) #| Allow non-authenticated users to download attachments from ticket notifications.
Customize »
BMS Integration » Run database backup / maintenance every: |7 Set Period
[:] Agent » Backup folder on KWEB1 | C:\Kaseya\UserProfiles\@dbBackup Change Default
ﬁ: Agent Procedures » Enter 0 to disable recurring backups. | Change DB.. Backup Now Restore...
ﬁ Anti-Malware »
Antivirus » Archive and purge logs every day @| 400am ¥ Set Period
@ Audit » Log file archive path: | C\Kaseya\UserProfilesy Change Default -
@ AuthAnvi ’
) Backup » KServer Log Stop KServer Restart MsgSys
@ Cloud Backup » #| Enable alarm generation. Disable during system maintenance.
¢! Enable legging of script errors marked "Continue script if step fails®
r:\a Data Backup L4 #| Enable legging of successful child script execution in agent procedure log

Select System > Server Management > License Manager > Third Party > Install.

Click Install. Browse to the path where you downloaded the TAP module in step 1. Select kaseya_endpoint_
backup.vsaz. Click Open.
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¢ Third Party Licenses License By Group Role Types

[ nstall _ )
& System —0 -
Tenant Name Application Name Compal
Instructions
User Settings » X00010350 Basic Tap Kaseya
Please select a.vsaz file to start the registration process
System Preferences »
User Security »

Manifest file name:
Orgs/Groups/Depts/Staff »

Q B “Aj) Bv B2 b‘ @ 6 « & s.com .

Server Management - @ Open %
Default Settings - v 4 & > ThisPC > Downloads ~ O ¢ w P
Lceosansy 9 Organize ~ New folder ~ [

Import Center 4 Documents ~  Name e Size

System Log # Downloads kaseya_endpoint_backup.vsaz 9 'SAZ File 5
Videos

Logen Policy 2 IS >

Qutbound Email File name: | kaseya_endpoint_backupvsaz ~ | |All Files (**) v

OAuth Clients ez

Customize -

Site Customization

Click Next to work your way through the install wizard.

Instructions

Please select a .vsaz file to start the registration process.

Manifest file name: kaseya_endpoint_backup_staging.vsaz

‘ I} Browse File

Cancel | Next |
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I Browse File

Cancel ext
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Kaseya Endpoint Backup
Cfb Kaseya

An endpoint backup solution

Cancel
Instructions
Please enter the value for your custom fields.
Custom Field Custom Value
Cancel
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tl =] B4
Agent Procedures to be installed
Deploy Endpoint Backup Agent
ServiceDesk Definitions to be installed
There are no Service Desk Definition to be installed
-
Cancel Back MNext @
Click Finish. The module is installed.
7 101X
- Kaseya Endpoint Backup
( Kaseya
Your module is ready to be activated!
Click Finish to register your module with the provider and activate it for use.
Cancel Back Finish @
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m Q B @ Ov B d @ @ dbarett@unitrends.com m

Third Party | Licenses License By Group | Role Types
<
[# Install 3 Remove
@ System -
Tenant Name Application Name Company Name Application Description Applicatiol
User Settings 4 X00010359 Basic Tap Kaseya A sample TAP application 1.0

System Preferences » X00010359 Kaseya Endpoint Backup Kaseya An endpoint backup solution 1.24.0
X00010359 Office 365 Backup Inst T di ing Office 365 Backup 1.1
s " nstalled module now dis
User Security 4 X00010359 Unitrends Backup plays nds Backup v3o
Orgs/Groups/Depts/Staff  »
Server Management -
Default Settings

I License Manager

Upgrading the Kaseya EndPoint Backup agent

Use these procedures to install or upgrade the agent:
"To install or upgrade the Kaseya EndPoint Backup agent by using a VSA agent procedure"
"To install or upgrade the agent manually on a single asset"
To install or upgrade the Kaseya EndPoint Backup agent by using a VSA agent procedure
This procedure installs the Kaseya EndPoint Backup agent to one or more machines by using a VSA agent procedure.
Select Configure > Assets.
Select the customer whose assets you will protect.

The agent installer is specific to the selected customer. Be sure the customer whose asset you will
protect displays in the customer context banner before downloading the agent.

Click Bulk Installation to generate a unique access key.

You must run the install procedure within 30 days of generating the access key.

Copy the access key.
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QB Q@ 0Ov Bs ¢ @ O wwmmescon B

i i 20 A
E unitrends-internal 288 dmin
C. >  Kaseya Endpoint Backup -

Monitoring -

Introduction 9‘/
Dashboard 2 DBulk Installation [ &Single Installation
Restore Status Copy the access key

Backup - Success
Machine Machine Asset Of Last Last Agent
Profile = Organization ) Enabled g )
D Group Name 10 Seen Version
Jobs Tasks
Backup Status -
Summary View v-1-22- P
’ 04/19/2022 4 \
v-1-22-stag - base myorg stagimp'aich- [0% ] ’_H - | ON .‘ 1250
List View . 10:50
199-250
History
Restore - v-1-22- ; ;
12/07/2021 4 )
v-1-22-staging- base myorg stagmyiwich- ) | ON ) 1250
File and Folder BN yorg s 0% 17:28 ~ .’ -
199-250
Bare Metal
Configure hd 05/20/2022 s
wska-10168 root propellerhead WSKA10168  (80% ey (o @® 20
Settings <l

Customer
uch-windows- 10/01/2021 4 R
100% . |\ ON }
Users / 10- 1524 . ./
I Assets

Select Agent Procedures > Manage Procedures > Schedule/Create.
Under Shared procedures > Thirdparty App: Kaseya Endpoint Backup, select Deploy Endpoint Backup Agent.

On the Schedule tab, select one or more machine IDs. Click Run Now.
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2 o

@ 6 deswsl@esibends.com ﬂ

QB2 Qv @

@) New Procedure  [#] Edit Procedure 4 Rename Procedure () Delete Procedure [ Manage Files  [X] Manage Variables [ Export Procedure ) Approve using A1

<
Machine Id: P Machine Group: | < All Groups v View: o View v | @ new [# Edt Ty Reset
22 Agent Procedures _o =
Procedure Name: Deploy Endpoint Backup Agent
- = @p
Manage Procedures = 8 Private Modified By

[ myProcedures - dbanreti@unitrends.com
Schedule / Create 2 8 snares
Distribution = [ Sample Procedures

Agent Procedure smg

Overview

tto Cloud B
to Cloud B

Backup

point Backup

Pending Approvals eploy Endpoint Backup Agent

Hparty Unitrends Backup

Installer Wizards -
Patch Deplay

Application Deploy

Select procedure to run Schedule H View Procedure ||

Date Modified
Approved:

Approved By: System

Date Approved 6:32:17 am 03/29/2022

= Procedure Description

Deploy Endpoint Backup Agent to Windows Machines

Used By H Approval History

File Transfer - #8 Schedule Agent Procedure () Run Now Q9 Cancel (¥ Refresh
Get File of1[b M o
Administration - Machine Id LastTimeExec  LastExecStatus | MextExec Time
[ S
Apglication Logging
M 11-nelicas st
Agent »
S LT —
T  AntiMalware » 7 O 35helixreseen
£33 Antivinus » ﬂ 7 O 35mock-demssastesiasst
machine s5d ot
@ Aw R Select IDs O s
O Shelemsstiosesssisest
@ AuthAnvi » = -
»
¥L)  Backup » Selected: 2 | Viewing: 1-42 of 42
—_ »
Enter the Access Key and click Submit.
i (=] B
Script Prompts
-
e = Schedule Agent Procedure
Script Prompts
Access Key 0— lyo., oL T 0IZSf3d
Enter Access Key
9— Submit Cancel

The install procedure is added and will run upon the next agent check-in. Look at the Next Exec Time column to
see a machine's next agent check-in time:
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Schedule H View Procedure || Used By ” Approval History

ﬁ Schedule Agent Procedure @ Run Now 0 Cancel C Refresh

1 of 1 j | | 100 |»
Machine ID Last Time Exec Last Exec Status  Next Exec Time Current Logged In User
0 —. MDA west
0 11-helix-demo.ro sst
0 F-mo.chelixroc t
7 0 35-helix.ro ast 10:40:14 am 24-Sep-21
v 0 35-mc_.. _2mo.ro__.__. est . 10:40:14 am 24-Sep-21
ﬂ S-SR EN, oat v

Selected: 2 Viewing: 1-41 of 41

Once the agent has been deployed, the asset displays on the Kaseya Endpoint Backup > Configure > Assets
page. The asset name changes from Unregistered to the machine's host name once the agent checks in.

If you do not see the asset on the Configure > Assets page, see "Troubleshooting Kaseya EndPoint
Backup agent installs" for next steps.
To install or upgrade the agent manually on a single asset

This procedure installs the Kaseya EndPoint Backup agent to one machine by using PowerShell.

You can opt to install to a single asset by using a VSA agent procedure (as described in "To install or upgrade the
Kaseya EndPoint Backup agent by using a VSA agent procedure"). Use this procedure if you prefer to install by
using the PowerShell installer, deploy_cloud_backup_agent.ps1.

You must run deploy_cloud_backup_agent.ps1 within 30 days of downloading the file.
Select Configure > Assets.
Select the customer whose assets you will protect.

The agent installer is specific to the selected customer. Be sure the customer whose asset you will
protect displays in the customer context banner before downloading the agent.

Click Single Installation.
Download deploy_cloud_backup_agent.ps1 to the Windows asset.

You must run the install procedure within 30 days of downloading deploy_cloud_backup_agent.ps1.
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QB Q@ QOv Bs 0 @ O wwesesaon B

<
E unitrends-internal :&g Admin 2 ETH T R
€3 Kaseya Endpoint Backup -
Monitoring -
Introduction
Dashboard

Restore Status

Backup - Success 3
Machine Machine Asset Of Last Last Agent
Profile = Organization Enabled J
D Group Name 10 Seen Version
Jobs Tasks
Backup Status -
Summary View v1-22- P
’ 04/19/2022 4 \
v-1-22-stag - base myorg stagiop'aich- [0% ] - - | ON .‘ 1.25.0
List View . 10:50
199-250
History
Restore - v-1-22-
12/07/2021 4 )
v-1-22-staging- base myorg stagimg ch- ) | ON ) 1250
File and Folder e vora e 0% 17:28 - .’ .
199-250
Bare Metal
Configure - 05/20/2022 4
ws-ka-10168 root propellerhead WS-KA-10168 80% L 1.24.0

12:57

Settings

Customer
neb-windows- 10/01/2021 4 ~
Users _ ) 100% I < ((on ./\
I o This type of file can harm your computer. Do you keZp Discard 2

Assets want to keep deploy_cloud_back...ps1 any

Log in to the Windows asset and launch PowerShell as administrator.

Issue this command to run the agent install script, where <FullPath> is the full path of the location where you
saved deploy_cloud_backup_agent.ps1l: PowerShell.exe -executionpolicy bypass -File
<FullPath>\deploy cloud backup_ agent.psl. Enter ¥ to confirm. Example command text is given
here:

2 Administrator: Windows PowerShell

eploy_cloud_backup agent.psl

When you see the security warning about running downloaded scripts, press R and Enter to continue.

The agent is downloaded and deployed. When deployment is complete, you see a cleaning up message.
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deploy_cloud_backup_agent.psl

gentxed.msi

Once the agent is deployed, the asset displays on the Configure > Assets page.

Machine Machine . Asset
QOrganization S
D Group Name

Asset is added ws-dpinheire-

v15-staging-
ucb-199-83

v15-staging-
kdch-199-85

Success
Of Last
10
Tasks

@

100%

100%

Last
Seen

05/20/2022
13:28

07/07/2020
11:32

09/28/2020
19:37

Enabled

D Bulk Installation &Single Installation

Agent

Actions

Version
1.25.0 @ RunoOnce i il Delete
1.25.0 W Delete
ECCIINN ¢ fun un | # Dete

Troubleshooting Kaseya EndPoint Backup agent

installs

If you have installed the Kaseya EndPoint Backup agent but the machine does not display on the Kaseya EndPoint
Backup > Configure > Assets page, check the agent procedure log messages and address any error conditions.

To view the agent procedure log

Select Agent Procedures > Manage Procedures > Schedule/Create.

Under Shared procedures > Thirdparty App: Kaseya EndPoint Backup, select Deploy EndPoint Backup Agent.
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QB QR Qv Bxs 4 @ O aommee Y

Manage Files [x] Manage Variables [ Export Procedure 0 Approve using A

9 Mew Procedure |2i Edit Procedure £ Rename Procedure 0 Delete Procedure

<
Machine ld- 2| Machine Group: |« 4 v View = No View > v | @ New [# Edit T, Reset
= Agent Procedures —0 - =
Procedure Name: Deploy Endpeint Backup Agent
o B b
Manage Procedures ¥ 3 gz Private Modified By:
- myProcedures - dbarrett@unitrends.com
Schedule / Create 9 B ghared Date Modified
= & shared
= Sample Procedures Approved:
Distribution = P _
arty App : Basic Tap Approved By: System
Agent Procedure Status Date Approved: 6:32:17 am 03/29/2022

Overview 4 | Procedure Description

-party App : Kas dpoir
eploy Endpoint Backup Agent

Pending Approvals Deploy Endpeint Backup Agent to Windows Machines

arty App : Unitrends Backup

I Unitrends

= B system

Installer Wizards -

Patch Deploy

Application Deploy | Schedule ” View Procedure “ Used By ” Approval History
File Transfer - = ® Q C* Refresh
Get File {41 Jora| | p 100 |+
Administration - Machine 1d Last Time Exec Last Exec Status | Mext Exec Time
U10PCO1.base.myOrg -
Application Logging
U10PC02 base.myQrg
D Agent »
u10pc03.base.myOrg
ﬁ Anti-Malware 4 ul0pcD4.base.myCrg
Antivirus » U16APPOT base.myOrg
U16APPOZ base myOr
@ Audit » - yorg
U19DCO01 base.myQrg
@ Authanvi » v
3
¥ Backup » Selected: 0 Viewing: 1-42 of 42
- »

On the Schedule tab, hover over the machine's agent check-in icon to launch the agent Quick View window.

Click Procedure Log.
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O O =| &k

|

Schedule
®
i1 |ef1 B M
Machine Id

LNOPCOT hase myQra

" View Procedure “

Used By

a c Refresh

100w

Last Time Exec

Last Exec Status

” Approval History

Next Exec Time
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Current Logged In User Last Legged In User

taher.adamali

UT0PCOZ.base.myOrg - Agent is online

taher.adamali

D )Ef Remote Control )Ef Private Session~ )Ef Live Connect {# Ticketing nScreen Shot gz File Manager £ taher adamali
Current User Run Procedure Now 0 .

= Last Logged In User tah dmnali x taher.adamali
Operating System 10

1 @ | osversion Emterprise x64 Edition Build X taher.adamali

19043 x

[} Time Zone uTC -7 taher.adamali

Computer Name U10PCOZ x
i

= Domain/Workgroup UMSP (d) x taher adamali
DNS Computer Name U10PCOZ Wi ool v -

] Country UNITED STATES Ask before executing taner.adamali

=] E::i Pending Procedures D Alarm Log “e# Disk Volumes taher.adamali

=] -vlg Procedure History !Moni‘tor Action Log T_. Disk Partitions taher adamali

=8 Procedure Log )View Credentials _‘g Disk Shares
= il Motes B User Accounts . PCl and Disk Hardware taher.adamali
D {3 Ticket History ﬁ Groups ﬁ Printers taher.adamali
A4e Members

0 M Agentlog =] Software Licenses ShsEaumen

] @ Configuration Changes i Decuments E Add/Remaove taher.adamali
L" Legacy Remote Control Log -*'Get File |! Startup Applications X

] A taher.adamali -
& Remote Control Log

I

lected:

Check the log for Deploy EndPoint Backup Agent messages.

Example agent install success message:

mk-2019-45.base.my0Org - User inactive since 1:32:26 pm 14-Jan-20

E Remote Control E Private Remote Control ¥

&7 Live Connect {}# Ticketing »
Current User Administrator - Run Procedure Now 0
Last Logged In User Administrator x
Operating System 2019 x
05 Version Small Business Server Essentials x64 Edition
Build 17763 4
Time Zone uTC -8 x
Computer Mame MEK-2019-45
Domain/Workgroup WORKGROUP (w) x
DNS Computer MK-2019-45 W Ask before executing
AL A
8:52:28 am 14-Jan-20 Latest/Periodic  Success ELSE
KDPM Audit 3

8:52:23 am 14-Jan-20 Baseline Audit
8:52:23 am 14-Jan-20 Baseline Audit

Success THEN

Script Baseline Application Audit was

successfully scheduled to run in 2 minutes

8:52:10 am 14-Jan-20 Deploy Endpoint  Success THEN
Backup Agent

8:52:10 am 14-Jan-20 Deploy Endpoint
Backup Agent

msumpter{@unitrends_com

Getting agent download location Downloading
hitps://direct.backup.net/download
SUnitrends_Agentx&4.msi Generating
registration config Installing cloud backup
agent Cleaning up

“SUcCess THEN

msumpter{@unitrends_com

This means agent
install succeeded

8:52:10 am 14-Jan-20 Execute Shell msumpter{@unitrends.com

UNITRENDS
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Example agent install failure message:

cae-r9-035gw1.base.myOrg - User logged in and active

E Remote Control E Private Remote Control ¥ & Live Connect {3 Ticketing »

Current User dbarrett - Run Procedure Now o

Last Logged In User dbarrett2 x

Operating System 10 .

0S Version Enterprise x64 Edition Build 14393 {2 Send Message if Logged On X

Time Zone uTC -8 3 Flush DNS b 4

Computer Name CAE-RI-035GW x

Demain/Workgroup UNITRENDS (d)

DNS Computer Name CAE-RS-035GW1 .unitrends.com x

Country

4= ' Time Procedure Description Admin A

8:11:11 am 16-Jan-20 Deploy Endpoint Success THEM Endpoint msumpter@unitrends.com
Backup Agent

8:11:11 am 16-Jan-20 Deploy Endpoint] File C:\temphdeploy_cloud_backup_agent.ps1 | msumpter@unitrends.com
Backup Agent cannot be loaded because running scripts is

disabled on this system. For more information,
see about_Execution_Policies at This means agent
http://go.microsoft.com,/fwlink =
/ILinkiD=135170. + Categorylnfo - SecurityErro install failed
(-} [, ParentContainsErrorRecord Exception +
FullyQualifiedErmrorld : UnauthorizedAccess

THEN msumpter@unitrends_com

8:11:11 am 16-Jan-20 Execute Shell
command - Get
Results tn
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